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Report No. 2008-21 

July 15, 2008 
Department of 
Administrative Services: 
State Data Center Review 

Summary

PURPOSE 
The Department of Administrative Services 
(department) is responsible for providing 
centralized services to state agencies, including 
computer networks and processing 
infrastructure. During 2005, the Oregon State 
Legislature approved funding for the 
Computing and Networking Infrastructure 
Consolidation (CNIC) project to consolidate 12 
state agency data centers into one facility. 

The primary purpose of this audit was to 
evaluate the status of the department’s efforts to 
reengineer the State Data Center (SDC) 
environment to achieve CNIC project 
objectives. In addition, because of the criticality 
of SDC operations, we also evaluated controls 
governing the current SDC computing 
environment. 

RESULTS IN BRIEF 
Based on our audit work we found: 

•	 Important data center consolidation 
objectives have not yet been achieved. As a 
result, it is unlikely that the anticipated 
savings or operational benefits associated 
with the CNIC project, such as enhanced 
enterprise disaster recovery and security 
solutions, will occur. 

•	 Operational controls did not sufficiently 
address service level agreements with 
customers, performance and capacity 
management, standard operating 
procedures, configuration management, or 
software licensing requirements. 

•	 The department was ill-prepared to timely 
resume data center operations or assist 
agencies in their efforts to restore critical 
computer applications after a major 
disruption. 

•	 The department had not provided a secure 
computing environment for SDC clients. 

Because of the sensitive nature of system 
security, we issued a separate report to 
communicate findings and recommendations in 
accordance with ORS 192.501 (23), which 
exempts such information from public 
disclosure.  

RECOMMENDATIONS 
We recommend that the department: 

•	 establish an appropriate project 
management framework and allocate 
resources to ensure data center 
consolidation objectives occur, including 
detailed plans directing how, when, and to 
what degree it will consolidate network 
servers, system tools, mainframe operations 
and operating system platforms; 

•	 allocate resources to ensure the SDC gains 
full operational control, formalizes service 
level agreements with agencies, establishes 
standard operating procedures, provides 
performance and capacity management, 
implements a centralized configuration 
management system, and ensures controls 
to track system software licenses; 

•	 create and test disaster recovery plans to 
ensure timely restoration of SDC 
infrastructure and systems, and coordinate 
and formalize disaster recovery plans for 
mission critical applications; and 

•	 implement recommendations included in 
our confidential security report. 

AGENCY’S RESPONSE 
The Department of Administrative Services 
partially agrees with the recommendations.  The 
department’s response is attached to this report, 
beginning on page 6. 
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Background 
The Department of 

Administrative Services 
(department) is responsible for 
providing centralized services to 
state agencies, including computer 
networks and processing 
infrastructure. State statute 
specifically directs the department 
to coordinate statewide planning 
and activities related to the 
acquisition, installation and use of 
all information and 
telecommunications technology for 
the state. 

During 2005, the Oregon State 
Legislature approved funding for 
the Computing and Networking 
Infrastructure Consolidation 
(CNIC) project to consolidate 
twelve state agency data centers 
into one facility. The total cost of 
this project was projected to be 
approximately $63.6 million, 
consisting of approximately 
$20 million to construct a new data 
center building and $43.6 million to 
equip and configure the 
consolidated operating 
environment. The project was 
intended to reduce future costs 
while maintaining or improving 
service levels. 

In September 2006, the Oregon 
Audits Division completed an 
initial risk assessment of the CNIC 
project. The resulting report, 
Department of Administrative 
Services: Computing and 
Networking Infrastructure 
Consolidation (CNIC) Risk 
Assessment, identified several 
weaknesses in the department’s 
project planning and management 
processes that adversely affected 
the integrity and viability of the 
project. 

In response, department managers 
agreed that initial project planning 
and management was inadequate. 
They further indicated they would 
correct the deficiencies identified in 
the report by generally improving 
identified weaknesses and by 
reengineering the environment after 

agencies relocated to the State Data 
Center (SDC). 

By the beginning of 2007, 11 
agencies had transferred their data 
center operations to the 
department’s SDC. Those 
operations include statewide 
enterprise applications and critical 
agency applications. 

The primary purpose of this audit 
was to evaluate the status of the 
department’s efforts to reengineer 
the SDC environment to achieve 
original CNIC project objectives. 
In addition, because of the 
criticality of SDC operations, 
another purpose was to evaluate the 
controls governing the SDC 
computing environment. 
Specifically, we chose to evaluate 
established controls over data 
center operations, disaster 
recovery, and security.  

Audit Results 

Significant Data Center 

Consolidation Objectives 


Have Not Yet Been 

Achieved 


As outlined in our previous audit 
report, an effective project 
management framework is 
necessary to provide clear direction 
regarding project scope and 
boundaries. It also provides a 
roadmap for successful project 
completion and closure. In 
addition, project plans should be in 
place that detail how major 
objectives will be achieved.  

At the conclusion of our previous 
audit of the CNIC project, agency 
managers were in process of 
moving their data center 
infrastructure and operations to the 
SDC. At that time, department 
managers had not yet developed 
comprehensive plans to achieve 
project objectives. Instead, they 
opted to relocate agency data 
centers to the SDC in their “as-is” 
state, stabilize operations, and then 
proceed with projects to reengineer 
the environment.  

During this audit, we evaluated 
the department’s efforts to resolve 
data center consolidation issues and 
to reengineer the SDC 
environment. Based on the results 
of this work, we concluded that 
important data center consolidation 
objectives had not yet been 
achieved. Specifically, the 
department had not made 
significant progress toward: 

y	 defining the detailed end-state 
architecture of the SDC; 

y	 reducing the number of network 
servers or operating system 
platforms; 

y	 providing additional enhanced 
enterprise disaster recovery or 
security services for SDC 
clients; 

y	 reducing SDC staffing levels; 
and 

y	 consolidating data center 
operating procedures. 

In addition, some agencies were 
unable to successfully relocate their 
operations to the SDC. In fact, at 
the conclusion of this audit, SDC 
managers indicated they will be 
moving approximately 200 network 
servers out of the SDC because it 
currently does not have sufficient 
power capacity to safely host those 
servers. The department indicated 
the above power issue was a 
transitory condition that would be 
resolved by consolidating the 
server environment through 
virtualization. However, we noted 
the department did not have a 
definitive plan to achieve this goal.  

Furthermore, the Department of 
Education’s data center did not 
participate in the data center 
migration as originally planned. Its 
move was delayed pending 
resolution of potential legal 
questions regarding confidentiality 
of student records. In light of the 
SDC power capacity problems 
mentioned above, we concluded 
movement of the Department of 
Education’s data center to the SDC 
would likely be infeasible.  
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The above consolidation issues 
existed because the department 
continued to lack an appropriate 
project management framework. 
Components of that framework that 
were noticeably absent included: 

y	 a dedicated management 
structure that was responsible 
for governing overall 
consolidation efforts; 

y	 project plans defining how, 
when, or to what degree CNIC 
project objectives would, or 
could, be achieved; and 

y	 sufficient dedicated resources, 
including the necessary staffing, 
to resolve the above issues or 
achieve intended results.  

The overall effect of not 
achieving CNIC objectives is 
significant. Justification for the 
project centered on anticipated cost 
savings and operating efficiencies 
to be achieved by consolidating 
data center infrastructure, 
operations and human resources. If 
consolidation does not occur, it is 
unlikely that actual cost savings 
can be achieved to allow the 
department to recoup its CNIC 
investment of approximately 
$63.6 million. In addition, promises 
of increased operational benefits 
such as enterprise disaster recovery 
and security solutions will likely 
not materialize. 

We recommend that department 
management establish an 
appropriate project management 
framework, and allocate resources, 
to ensure that data center 
consolidation objectives occur 
within the current SDC 
environment. That framework 
should include detailed plans 
directing how, when, and to what 
degree the SDC will consolidate 
network servers, system tools, 
mainframe operations and 
operating system platforms.  

Agency’s Response: 

The department’s response is 
attached to this report, beginning 
on page 6. 

Some State Data Center 

Operations Were Not 


Uniformly or Effectively 

Controlled


Providing a controlled and stable 
operating environment for an 
enterprise data center includes 
managing basic Information 
Technology (IT) support functions 
such as:  

y responding to
and requests, 

 customer needs 

y resolving 
problems, 

incidents and 

y establishing service-level 
agreements with customers, 

y scheduling and prioritizing jobs 
and processes, 

y managing and monitoring 
performance and capacity, 

y managing
and 

the configuration, 

y ensuring compliance with 
outside requirements.  

We found that the SDC had 
various processes for responding to 
customer needs. These controls 
included establishing a service desk 
to provide customer support, 
manage incidents, and receive 
service requests. The SDC also 
manned a command center to 
monitor the status of operating 
systems, jobs in progress, and 
network device status. In addition, 
it had processes to track the status 
of service tickets, change orders, 
and support requests. However, the 
SDC had not: 

y	 established comprehensive 
service-level agreements with 
its agency customers; 

y	 developed standard operating 
procedures for job scheduling, 
backup, and tape management; 

y	 established a planning process 
for review or resolution of 
performance and capacity 
management issues; 

y	 developed processes to manage 
the configuration of SDC 
infrastructure; and 

y	 implemented controls to ensure 
compliance with software 
licensing requirements.  

These issues existed primarily 
because the department did not 
have sufficient resources or the 
managerial structure to 
appropriately resolve them. As we 
previously discussed, the 
department chose to move agencies 
into the data center in their “as is” 
state, with the intent that SDC staff 
would subsequently reengineer the 
environment. However, since 
migration, SDC management has 
focused resources on providing 
ongoing services to customers. As 
such, staff has not been available to 
establish new data center controls, 
such as developing a 
comprehensive configuration 
management system. In addition, 
some operational requirements, 
such as establishing service-level 
agreements and standard operating 
procedures, remained undeveloped 
because SDC management had not 
assumed operational control of 
some agency platforms or 
established consensus with 
application owners regarding 
operating requirements and 
expectations. 

The weaknesses noted above 
directly affected the SDC’s ability 
to provide necessary and cost-
effective services to its clients. For 
example, configuration 
management weaknesses affected 
the SDC’s ability to develop and 
implement effective disaster 
recovery plans. In addition, 
configuration and capacity 
management issues inhibited 
efforts to consolidate SDC systems 
and resources. Furthermore, 
without formal service level 
agreements, the department and its 
customers remained uncertain 
regarding how critical operating 
requirements would be fulfilled. 

We recommend department 
management allocate appropriate 
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resources to develop and 
implement controls to: 

y	 ensure full control of the SDC 
operating environment and 
establish consensus with system 
owners, via formal service level 
agreements, regarding operating 
requirements and  expectations;  

y	 establish standard operating 
procedures for job scheduling, 
backup, and tape management; 

y	 plan for and resolve 
performance and capacity 
management issues; 

y	 maintain a centralized 
configuration management 
system to document important 
information regarding the 
operating environment; and  

y	 track software licenses.  

Agency’s Response: 

The department’s response is 
attached to this report, beginning 
on page 6. 

The SDC Lacked 

Appropriate Disaster 


Recovery Plans 

The SDC hosts numerous mission 

critical computer applications, as 
well as enterprise Information 
Technology (IT) infrastructure. 
Therefore, department management 
is responsible for ensuring that data 
center infrastructure, including 
networks, operating system 
environments, and data storage 
facilities, can be timely restored in 
the event of a disaster or other 
major incident. In addition, the 
department shares the 
responsibility for coordinating and 
prioritizing the restoration efforts 
for agency computer applications 
hosted at the SDC with business 
owners.  

Generally accepted controls 
suggest that organizations have 
formal continuity plans that 
mitigate the business risks 
associated with a major disruption 
or loss of IT services. Those plans 
should contain detailed response 
and recovery procedures to timely 

bring the business back to its 
“before-incident” state. Continuity 
plans should also be periodically 
updated and tested to ensure their 
viability. Because the SDC is a 
service provider, it should establish 
formal service level agreements 
with its customers to clarify and 
coordinate disaster recovery 
responsibilities and expectations. 
Those agreements should define 
each party’s specific expectations 
during a recovery effort, and should 
address critical issues such as 
staffing, required recovery 
timelines and resource allocation.  

We evaluated the SDC’s controls 
over disaster recovery. Based on 
that work, we concluded the SDC 
was ill-prepared to timely resume 
data center operations or assist 
agencies in restoring their critical 
computer applications after a major 
disruption. 

Items of most concern included 
the following: 

y	 The SDC did not have formal or 
complete business continuity or 
disaster recovery plans for its 
operating systems, networks, 
data storage systems, or system 
utilities.  

y	 SDC staff had not tested 
existing disaster recovery 
strategies. 

y	 The department had no formal 
service level agreements with 
agencies addressing their 
disaster recovery needs, 
requirements or expectations. 

Our prior audits of the state’s 
major data centers and critical 
computer applications identified 
insufficient disaster recovery 
planning as a weakness. CNIC 
project planners also identified 
insufficient disaster recovery 
planning as a significant project 
risk. Based on the results of this 
audit, these conditions have not 
significantly changed. We 
concluded that these findings 
continued to exist because the 
department had not placed 
sufficient priority, or allocated 

sufficient resources, to resolve 
them.  

We recommend that department 
management assign a higher 
priority to disaster recovery by 
allocating sufficient resources to 
create and test disaster recovery 
plans to ensure timely restoration 
of the SDC operating environment. 
Those plans should also ensure that 
SDC efforts are coordinated with 
agency expectations and 
requirements to recover mission 
critical computer applications 
hosted at the SDC. The plans 
should be formalized through 
service-level agreements.  

Agency’s Response: 

The department’s response is 
attached to this report, beginning 
on page 6. 

The Department Did Not 
Provide For a Secure 

Computing Environment 
The department is responsible for 

overall security of the SDC and for 
providing various other security 
services at the enterprise level. 
These responsibilities include but 
are not limited to: 

y	 ensuring physical and logical 
security of SDC resources;  

y	 monitoring state network traffic 
to identify, and react to, 
security threats; 

y	 conducting vulnerability 
assessments of agency 
information systems; and  

y	 establishing a state information 
systems security plan and 
associated standards, policies 
and procedures.  

We evaluated the department’s 
efforts to address these 
responsibilities and concluded that 
the department had not provided a 
secure computing environment for 
SDC clients. 

Because of the sensitive nature of 
system security, we have issued a 
separate report outlining specific 
details of our findings, as well as 
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recommendations to improve 
security. That confidential report 
was prepared in accordance with 
ORS 192.501 (23), which exempts 
such information from public 
disclosure.  

We recommend that department 
management implement the 
recommendations included in our 
confidential report.  

Agency’s Response: 

The department’s response is 
attached to this report, beginning 
on page 6. 

Objectives, Scope and 
Methodology 

The purpose of our audit was to 
evaluate the status of consolidation 
and the general computing controls 
at the State Data Center. Our 
specific audit objectives were: 

1.	 Determine the status of 
consolidation. 

2.	 Determine whether the 
department had implemented 
general computing controls to 
ensure continuous service by 
the State Data Center as 
required in the event of a 
disruption. 

3.	 Determine whether the 
department had implemented 
general computing controls to 
ensure the State Data Center 
provided a stable and 
controlled operating 
environment. 

4.	 Determine whether the 
department had ensured system 
security of State Data Center 
operations by maintaining the 
integrity of information and 
processing infrastructure, and 
minimizing the impact of 
security vulnerabilities and 
incidents. 

To achieve these objectives, we 
interviewed various department 
personnel, observed operations 
processes, reviewed department 
documentation, and conducted 
tests. Tests included review of 
logical access, evaluation of project 

planning documents, and 
verification of the existence of 
supporting documentation. 

We also reviewed the status of 
the findings and recommendations 
from our prior risk assessment of 
CNIC that were relevant to our 
current audit objectives.  

We used the IT Governance 
Institute’s (ITGI) publication, 
“Control Objectives for 
Information and Related 
Technology,” (CobiT) to identify 
generally accepted and applicable 
interim control objectives and 
practices for information systems.  

We conducted our audit 
according to generally accepted 
government auditing standards.  
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Secretary of State

Audits Division


255 Capitol St. NE, Suite 500 
Salem, OR 97310 

Auditing to Protect the 


Public Interest and Improve 


Oregon Government 


AUDIT MANAGER: 	 Neal E. Weatherspoon, CPA, CISA, CISSP 

AUDIT STAFF:	 Erika A. Ungern, CISA 

Constance S. Bailey 


DEPUTY DIRECTOR: William K. Garber, CGFM 

Courtesies and cooperation extended by officials and staff of the 
Department of Administrative Services were commendable and much 
appreciated. 

This report, a public record, is intended to promote the best possible 
management of public resources. Copies may be obtained: 

Internet:	 http://www.sos.state.or.us/audits/index.html 

Phone:	 at 503-986-2255 

Mail: 	Oregon Audits Division 
255 Capitol Street NE, Suite 500 
Salem, OR 97310 
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