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ARTIFICIAL INTELLIGENCE

MACHINE LEARNING

DEEP 
LEARNING

RPA

Gen AI

Machine Learning is a subset of artificial 
intelligence that allows for optimization. When 

set up correctly, it can help make predictions that 
minimize errors that arise from merely guessing.  

Artificial Intelligence (AI) is a term used to classify 
machines that mimic human intelligence and human 
cognitive functions like problem-solving and learning

Deep Learning is deep learning is a subset of 
machine learning. The primary difference 

between machine learning and deep learning is 
how each algorithm learns and how much data 

each type of algorithm uses.
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ARTIFICIAL INTELLIGENCE

MACHINE LEARNING

DEEP 
LEARNING

RPA

Gen AIRobotic process automation (RPA) is a 
productivity tool that allows a user to configure 
scripts (often called “bots”) to automate specific 

keystrokes. The result is that the bots can be 
used to mimic tasks within a process.

Generative AI (Gen AI) are trained on vast 
amounts of data and information and leverages 

that to generate original content.
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ARTIFICIAL INTELLIGENCE

MACHINE LEARNING

DEEP 
LEARNING

RPA

Gen AI

RPA mimics repetitive, 
scripted tasks.

Gen AI creates content from the 
information it was trained on.
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Source: Columbia Journalism Review, May 2023
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Potential Gen AI Benefits and Applications

Generated with Midjourney AI, “Impressionist Painting of Boston Skyline”
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Potential Gen AI Benefits and Applications
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Gen AI Use Case Example 1
Prompt: What are the highest 
risks I should consider when 
conducting a review of how 
the state manages the risk of 
domestic terrorism and 
domestic violent extremism?

Prompt refinement: Revise the 
list of risks to include factors of 
likelihood and impact for each.
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1. Oregon does not have any legislation defining or 
criminalizing these specific acts. 

2. In the absence of defined strategy, state oversight 
agencies lack consistent and connected plans.

3. The jurisdiction of law enforcement agencies often 
overlaps.

4. Current law enforcement and state employee training 
is limited.

5. The lack of publicly available information regarding 
domestic violent extremist plots and threats compounds 
the difficulty for policymakers. 

6. Spreading extremist ideologies is protected by the 
first amendment of the U.S. Constitution. 

• The state can increase public awareness on 
violent extremism and the methods used by 
extremist groups to recruit individuals online.

Gen AI Use Case Example 1



Gen AI Use Case Example 2
Prompt: Over the course of 
several prompts, I’m going to 
provide content from an 
Oregon Secretary of State 
report that I’d like you to 
summarize. Please wait until I 
give a prompt that says 
“please summarize now” 
before summarizing.
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Prompt refinement: Can you please write the summary 
using plain language for the general public?
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Generated with Midjourney AI, “A doctor in an office” Generated with Midjourney AI, “A gang of thugs”
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Generated with Midjourney AI, “A nurse in a room”
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Generated with Midjourney AI, “Stay at home parent”
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Opportunities for productivity optimization may exist

Source: MIT

Human (lower)

Model (lower)

Human (likely)

Model (likely)

Human (upper)

Model (upper)

Source: OpenAI

Workforce exposure will be pervasive with potentially 
profound impact

The Evolving Landscape



Source: OpenAI
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• Limited or no experience
• Lack of understanding of 

potential use cases & benefits
• No established processes or 

guidelines for Gen AI

• Awareness of Gen AI but 
reacting to trends

• Ad-hoc projects without 
strategy

• Limited resources & skills for 
implementing Gen AI

• Recognizes Gen AI potential 
and documents strategy

• Integrates Gen AI into specific 
areas, such as improving 
public engagement

• Invests in training and 
developing necessary skills to 
implement and manage Gen AI 
solutions

• Prioritizes applications to 
improve services and enhance 
public welfare

• Adheres to regulatory 
guidelines & ethical standards 
to protect rights & data 
privacy

• Engages in partnerships with 
other agencies, academia, & 
industry for knowledge sharing 

• Has established guidelines for 
ethical use, data privacy, and 
bias mitigation

• Demonstrates significant 
positive impacts for public 
through mature Gen AI 
implementations

• Implements robust 
governance frameworks, 
ensuring transparency, equity, 
accountability, cost 
effectiveness 

• Continuously monitors & 
improves systems for 
efficiency & effectiveness

• Demonstrates leadership in 
ethical Gen AI practices, data 
transparency, and 
environmental impact

OptimizedAdvancedProactiveReactiveInitial

Public Sector Maturity Model

• How aware are we of Gen AI 
its potential applications?

• Have we researched Gen AI 
pilot projects?

• Are we monitoring public 
sector Gen AI trends?

• Have we implemented any 
projects in response to a 
challenge or opportunity?

• Can we demonstrate improved 
services through Gen AI use?

• Do we have clearly 
documented guidelines?

• Is Gen AI fully integrated into 
our core processes?

• Do we have a clear 
governance framework?

• How do we measure impact?

• Have we developed clear 
strategy for using Gen AI?

• Do we have a team 
responsible for overseeing Gen 
AI initiatives?

Maturity model self assessment questions



Forging the Road Ahead

Determine Risk Appetite

Identify Potential Applications

Develop Process, Communicate Policy, & Train

Measure & Monitor results

Assess & Revise process as needed



Contact Info
Casey Kopcho, CIA, Principal Auditor
casey.kopcho@sos.oregon.gov
Ph: 971-394-0580

Photo of the Golden Pioneer is © Edmund 
Garman, some rights reserved under creative 
commons license. It has been modified.

Oregon Auditing Blog

Oregon Auditing

@OregonAudits

LinkedIn

Questions?

mailto:casey.kopcho@sos.oregon.gov
https://oregonaudits.org/
https://twitter.com/oregonaudits
https://www.linkedin.com/company/oregon-secretary-of-state-audits-division
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