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Bl INTRODUCTION

A Records Disaster is an event having destructive consequences resulting in unusable
records and information.

Who
This manual was developed by the Records Management Committee (RMC) of the
Oregon Association of Municipal Recorders (OAMR) and the Oregon State Archives.

Purpose
The manual is a guide for preventing an avoidable records disaster and minimizing
damage to public records. It covers:

Identifying and prioritizing essential public records
Assessing risks to city records

Preventing records disasters

Preventing damage to records

Disaster response and recovery

Salvaging damaged records

The manual addresses disasters large and small, manmade and natural. It applies to
public records in all formats including paper, tapes, microform and electronic.

How the Manual Can Assist

This manual is not a “canned” or “plug and play” disaster recovery plan. However, it will
assist in creating a city’s Disaster Recovery Plan. A sample Policy and Plan is attached
in Appendix A. Each city is unique; effective records disaster recovery programs should
be tailored to each city’s specific risks, missions, government structure and resources.
“One size does not fit all” and engaging staff in the planning effort is, of itself, a significant
benefit.

The manual does not cover life safety, damage to buildings, public order,
communications, and sanitation. Responsibility and direction for these critical functions
is usually found in a city’s Emergency Management Plan or Business Continuity Plan.

Relationship to Other Plans

Coordination and cooperation with other city planning efforts is very important. Oregon
law does not require cities to have an Emergency Preparedness Plan and/or Continuity
of Operations Plan (COOP). However, Oregon Revised Statute (ORS) 401.305 does
require counties to have emergency response plans and to include cities without plans in
their plan.? It is highly recommended that cities work with their local and county
emergency response agencies to integrate records management procedures into disaster
recovery and COOP plans.

Records staff, emergency response, and business continuity planning staff should be
involved and cross-trained in all emergency-planning processes. While these other plans

! Conversation with Ken Murphy, Director, Oregon Emergency Management.
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frequently reference the importance of essential records, few include the planning detalil
needed to protect essential public records.

Involving other direct responders in records planning can have big payoffs when disaster
strikes and they are already educated on the value of records and the need for a quick
intervention.

This manual is designed, in part, to help cities supplement, support, and integrate records
planning with their other plans.

How to Use This Manual
This manual is designed for use in a read through traditional manner or as a lookup
reference.

The first eight sections provide background information, preparation activities, and a
review of the planning process. Sections 9 and 10 discuss how to create and implement
a plan. The Appendices contain templates, lists, forms and resources for further research.

Check out the Northeast Document Conservation Center (NEDCC) website
(www.nedc.orq) for excellent emergency plan templates. The center also maintains a 24-
hour hotline providing telephone advice for records disasters. This service is provided at
no charge thanks to a grant from the National Endowment for the Humanities (NEH).

An online video developed by OAMR and State Archives as a companion to this manual
is at www.sos.state.or.us.
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Importance of Public Records
Public records document a city’s legal authority, financial status and obligations to its
employees and the citizens it serves.

Loss of public records can interfere with critical services including public safety, fire and
emergency services, healthcare, elections, traffic management, building and zoning
regulations, programs for seniors, or utility services. City records also contain information
critical for direct responders during the initial stages of a disaster.

Serious operational, financial and legal consequences can result if public records are
destroyed. Loss of financial records can jeopardize a city’s financial stability when it is
unable to collect taxes or meet its payroll obligations.

Responsibility for the Safety of City Records

Although the State Archivist is specifically charged by statute with responsibility for the
safety of all public records including those of local government, Oregon law also requires
each city to implement effective procedures to protect their public records?. All city
employees, in turn, share this responsibility.

Benefits of a Disaster Recovery Program

Disasters both large and small that damage or destroy records occur on a regular basis.
Constant, sometimes conflicting demands for staff time and resources can make it difficult
to find the time and money to put a records management program and a disaster recovery
program in place. Because most disasters are not predictable or certain, many officials
are tempted to ignore the need.

However, even if a disaster does not occur, disaster recovery plans have other benefits
including:

e Increased overall security; improved general preparedness for responding to a
disaster and better protection of information assets

e Increased staff awareness of records management policies and procedures

e Fewer lost records and wasted staff time searching for information

If a disaster occurs, tangible benefits of a disaster recovery program include uninterrupted
city services; lower insurance costs and avoiding revenue loss from uncollectible taxes,
water/sewer payments, and court fines.

Planning and properly testing a plan can provide direct responders with important
information and avoid inappropriate, spur of the moment decisions. While it is impossible
to eliminate all risks and hazards to public records, better decisions are made before a
disaster than during one.

20RS 192.001 “Policy concerning public records... the state and its political subdivisions have a responsibility to insure
orderly retention and destruction of all public records, whether current or noncurrent and to insure the preservation of
public records of value for administrative, legal and research purposes.”
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Budget Considerations

A disaster recovery program can be a lifeline during a disaster but with today’s tight
budgets allocating scarce resources to create a program may be a hard sell. The two
most common reasons for not initiating a disaster recovery program are cost and staff
time.

It is important to create a disaster recovery program to fit budgets. Even a basic disaster
recovery program is better than none. Prepare an estimate of costs. Costs typically
include:

Staff time for planning and training

Facility infrastructure (buildings)

Office equipment (desks, chairs, shelves)
Upgrading security

Upgrading insurance coverage

Offsite storage, imaging or microfilming records
Disaster supplies and equipment

Service contracts or retainers

A disaster recovery program can involve significant planning efforts and ongoing
commitment of money and staff. It needs solid management backup. Management, when
convinced that a disaster recovery program can save money in the long term, will be
much more likely to allot staff time and monetary resources to the effort.

Contracting/Staffing Options
Depending on the scope of the project and available funds, consider whether to hire a
consultant to manage the project. Outside consultants:

Bring specialized expertise to the project

May be able to write a plan more quickly than a committee of city employees
Allow city staff more time to perform their regularly assigned duties

May bring a fresh perspective to a situation and may have better luck overcoming
turf battles that occasionally hinder projects

Compare outside help with the advantages of using staff:

Staff have a detailed knowledge of the city and how it operates

Staff know the records structure and uses and know each other

Involved staff are more likely to “own” the plan and assure its implementation
Staff will be onsite and available when the emergency occurs

Carefully weigh the cost and the need for outside expertise against the cost and expertise
of staff. Consider cost sharing with other agencies.

Section 1 4
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2 IDENTIFYING ESSENTIAL RECORDS

Identifying essential records is a basic step in developing a disaster recovery program for
records. This section offers guidance for the identification and prioritization of essential
records and for actions to protect public records.

Policies and Procedures
Every city should have written policies and procedures for identifying and protecting
essential records. The procedures should, at a minimum outline:

Access to essential records

Use of essential records

Transfer and disposition of essential records
Emergency actions

Disaster recovery

Essential records policies should be communicated to the entire staff, included in the
disaster recovery plan, periodically updated, incorporated into new employee training
sessions and reviewed with staff every year.

Basic Tasks
e Use the City General Records Retention Schedule® to identify the city’s essential
records and prioritize them per their value to support critical functions
e Protect records by mirroring, duplication, backup, dispersal, off-site storage, and/or
onsite secure storage

Inventory and Prioritization
There are several different ways to categorize records. Each city should consider the
best system for its use. One example is defining essential records as:

e Emergency operating records needed to respond to the emergency

e Records needed within 48/72 hours for the city to perform its primary mission, to
protect government and citizen legal rights and responsibilities, or to provide
evidence of money paid and owed

The City General Records Retention Schedule, maintained by the State of Oregon
Archives Division, is an inventory of records common to all Oregon cities. It also identifies
records likely to be essential in a disaster.* This inventory provides an excellent starting
point for classifying and prioritizing records.

3 Oregon Administrative Rules, Chapter 166-200.

4 OAR Chapter 166-200 “Helpful Hints (7) this schedule identifies records that may be considered essential to the city’s continued operation in
the event of a disaster. An asterisk follows the titles of certain record series in this schedule. Records in these series may or may not be essential
to the city’s operation in the immediate wake of a disaster depending on the type of disaster and the priorities and functions of the city. The
asterisked record series are not exhaustive, but merely a starting point for cities identifying their essential records as part of a disaster plan. Each
City should evaluate its disaster risks and its programs and priorities to properly identify all of its essential records.” October 29, 2012 edition.
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A detailed classification scheme could include:

Classification Description

Critical Emergency operating records necessary for direct responders
during the emergency

Essential Irreplaceable and unless replaced in 48/72 hours, operations
cannot continue

Important Replaceable but at great expense

Useful Loss would cause some inconvenience but the records could be
easily replaced and their loss is not a real obstacle to restoring city
operations

Non-essential Loss would present no obstacle to restoring operations

The city’s legal counsel, managers and audit staff should review the list of records
deemed essential. Lists should also be developed in conjunction with Emergency and
Business Continuity plans to ensure the availability of records necessary to meet
essential operating requirements.

Actions

Create an inventory of the city’s public records*.

Note the physical or electronic location of the official copy of the records.
Classify the records as critical, essential, etc.

Prioritize records within their categories for rescue.

Note whether the records have duplicates or are backed up and their location.

*The General Records Retention Schedule for Oregon Cities (OAR 166-200) includes a
comprehensive list of records created and maintained by Oregon cities. The schedule
should be used as a basis for the inventory of your city’s records.

abrwnpE
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3 ASSESSING RISKS TO CITY RECORDS

Generally, there is not enough money to protect all records, so a decision must be made
to prioritize spending for both prevention and salvage. With the record classification and
inventory information in hand, the next step is to conduct a risk assessment to help make
prevention and recovery decisions.

The risk assessment should include:
e Types of risks and probability of occurrence
e Types and extent of damage likely to occur
e Consequences for the city

Types of Risk

Environmental Risks
e Nature and weather-related factors such as earthquakes, floods, windstorms and
humidity
e Risks to facilities including plumbing, wiring, inadequate alarm systems, heating/air
conditioning systems and leaking roofs
e Mold, insects and animals

Technical Risks
e Electronic records physical hazards including power surges, static electricity,
improper grounding, poor virus protection, prolonged power outage, and heat
e Inadvertent deletion of data, backup failures, improper storage for disks/tapes, and
incomplete software documentation, and lack of technical knowledge

Logical Risks
e Physical security risks including building access, record access, keys, locks,
alarms, improper destruction of records and release of confidential records

Data Breaches
e Unauthorized access to data

Probability and Impact

Identify disasters that have taken place within similar organizations. Consider:
e What kind of disaster took place? Fire, flood, explosion, vandalism?

When and where did it happen?

What was the extent of the damage?

What is the probability of the event taking place again?

Have measures been taken to prevent a similar incident in the future?

What was the success rate of earlier recovery attempts?

Were records lost?

Were the lost records accounted for at that time?

What did it cost to recover the records?

What was the cost and impact of the lost records?
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Risk Assessment

With this information in hand, the next step is to conduct a formal risk assessment. The
purpose of the risk assessment is to rank the potential disasters for the probability that
each will occur and to estimate the consequences of the likely damage.

The Archives and Record Management Division of the Washington Office of Secretary of
State® has developed a simple tool for a functional analysis or Risk Assessment. The
city’s risk manager or insurance carrier may have other risk tools.

Risk Assessment
A B C
Probability | Consequences | Risk Number
of Disaster | of Disaster (C=Ax B)

# Function 0-5 0-5

1 Accounts Receivable 3 5 15

2 Accounts Payable 4 5 20

3 Payroll Records 1 5 5

4 Police Incident Reports 2 4 8

5 Working Files 5 1 5

Each line in the example represents a city function. The functions may generate one or
more records series/or information systems. Each department is asked to list its major
functions. For each function set a “probability number” between 0 and 5 for the likelihood
of a disaster and a number between 0 and 5 ranking the severity of the consequences
of damage to these records. “0” is low and “5” is high.

In the example above, Police Incident Reports ranks “8” because the probability of a
disaster has been ranked low (2) even though the consequences would be ranked high

(4).
These or a similar ranking scale will be a valuable guide for developing an essential
records program and writing a disaster recovery plan.

Actions

1. Make a list of potential disasters.

2. Estimate the probability of a disaster occurring.

3. ldentify the damage and estimate the consequences to the city’s records.
4. Complete the assessment by determining the “risk number”.

5 www.wa.gov/archives/recordsmanagement/disasterpreparednessandrecovery.aspx
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Vil PREVENTING A RECORDS DISASTER

Some disasters are unpredictable and beyond our control to prevent. Good storage
practices can help offset the impacts a disaster can have on records.

Storage Practices
OAR 166-020-0015 and Oregon statewide standards for record storage. A summary of
requirements follows:
e Fire-resistant structures
e Temperature and humidity maintained at the levels to ensure longevity of the
paper, film, or tape on which they are recorded
Adequate light and access for retrieval
Adequate ventilation and protection against insect or mold invasion
Safe distances from steam, water and sewer pipes
No public records of enduring value should be stored where heat, breaks, drips, or
condensation from pipes could damage them; where windows, doors, walls or
roofs are likely to admit moisture; or where they will be exposed to sunlight or
extreme temperature variations
e Aisle space free of obstruction
e Records not stacked or piled directly on the floor
e Records shelved above the initial flood level of any bursting pipe, leaky roof,
sprinkler system, or other source of water

The OAR addresses public records stored in electronic format in OAR 166, Division 17,
and in microforms in OAR 166, Division 25.

ARMA International and NAGARA are excellent sources for publications on records
storage®. All areas where records are stored should comply with the state standards.

Physical Inspection

Conduct a physical, common sense inspection of buildings with the city’s safety
committee and managers for records, facilities and security. Fire and police departments
and risk management staff or insurance carriers are also good sources to include. An
annual audit can assist with assessment of records storage.

Physically inspect buildings for problems or violations of storage standards.
Prepare a list of potential hazards.”

Identify actions needed to minimize or fix the problem.

Follow-up to assure the problem is fixed.

Repeat the inspections and update periodically.

SARMA is a nonprofit professional association and the authority on managing records and information — paper and electronic. Their website is
www.arma.org. NAGARA, the National Association of Government Archives and Records Administrators, is an association dedicated to the
improvement of federal, state, and local government records and information management. Their website is www.nagara.org.

7 Look for frayed extension cords, tall shelving units located near employees’ workspaces, oily rags in the janitorial closet, a sump pump clogged
with leaves, record boxes stored on the floor instead of on shelves and pallets, or filing cabinets housing essential records located underneath
water pipes.
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Good housekeeping, constant monitoring and prompt elimination of fire and water
hazards are important. Water damage can be a common hazard. Key conditions in the
storage areas should be regularly monitored. Best practices also include the following
standards or actions:

Climate
e |deally, temperature should be a constant 65 degrees with a relative humidity of
45 percent, with daily fluctuations in temperature and humidity no greater than +/-
5 degrees and +/- 5%2.

Water

e Fix roof and pipe leaks immediately.

e Store records at least eighteen inches from ceilings, suspended lights or from
sprinkler heads, and at least three inches off the floor. If a room does not have
sprinklers, records must be twenty-four inches from the ceiling per Fire Marshal
standards (see Oregon Structural Specialty Code, Section 315.1). If you cannot
afford shelving use a wooden pallet which will give you the three-inch floor
clearance.

e A water-sensing device connected to the building’s security system is
recommended to monitor conditions when the building is not occupied.

Hygiene
Prohibit eating and drinking while working with records.

e Deal with signs of rodents or insects immediately.

e Do not allow trash to accumulate.

e Do not use records storage areas for surplus storage.
Fire

e Do not store records in contact with electrical or fire alarm systems or where they
will obstruct exits, access panels, air conditioning ducts, or fire extinguishers.
Prohibit all smoking and keep flammable solvents out of the records storage area.
Do not overload electrical outlets or use extension cords on a permanent basis.

If used temporarily, extension cords should be heavy duty.

Train employees to know location and use of fire extinguishers.

Design and post throughout the facility an escape route map.

Vandalism and Theft

Limit access to the records or storage areas.

Collect keys and access cards at employee termination.

Perform routine maintenance on alarms, intrusion detection and access systems.
Keep building exteriors well-lit and make security checks at closing to assure doors
and windows are locked, faucets and appliances are off and no unauthorized
personnel are in the building.

e Have procedures in place for theft or vandalism.

8 Standard set by the National Archives for archival materials.
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5 PROTECTING RECORDS FROM HARM

Deciding how to protect the city’s valuable information in public records should be based
in part, on a cost-benefit analysis. Choose options that balance the cost of protection with
the degree of risk and the severity or consequences of losing the information.

To help determine the amount of protection to provide for each type of record use the
following:

e The prioritized list of records from the essential records inventory

e The list of likely disasters and records damage from the city’s risk assessment

e A matrix of prevention options and their costs

The three most common methods of protecting essential records are:
e Duplication and dispersal
e On-site secure storage
e Off-site secure storage

Duplication and Dispersal

The reason for making duplicate copies of essential records, which are then dispersed to
offsite or safe onsite locations, is simply that it increases the probability that one copy will
survive if the other copy is destroyed.

The two basic processes for duplicating records are:
e Preparing extra copies when the record is created
e Reproducing existing records for the sole purpose of protection

The primary methods of duplicating records are:
Photocopying

Microfilming

Copying to magnetic tape or disk storage
Imaging, scanning or printing
Electronically stored with off-site vendor

There are two methods for dispersal of copies:

1. Routine dispersal is the placement of duplicate copies in a second or multiple
locations for normal business needs. Some essential records are automatically
dispersed through normal operating procedures; for example, information copies
sent to branch offices or documents filed with other offices or agencies.

State agencies often receive files of city documents to meet various requirements.
Protection of essential records by routine dispersal is usually inexpensive but can
be very unreliable.

When using routine dispersal for protection of essential records:
¢ Notify the offices or agencies of the use
e Arrange for retention and protection requirements
e Requisition any equipment necessary to make the information available,
such as a computer, microfilm reader or printer if needed

Section 5 11
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e Audit or routinely verify that the records are being retained

Although it may not be advisable to rely on these protection copies for disaster
recovery of the most essential records, routine dispersal can be a cost-effective
disaster recovery option for many records.

2. Planned dispersal occurs when duplicate records are stored solely for protection.
Copies are sent to an essential records depository or other location for security. At
the outset of an essential records program, it may be necessary to duplicate all the
existing documents designated as essential. Planned dispersal tends to be more
costly than routine dispersal but is more reliable.

NOTE: Both routine and planned dispersal will result in unnecessary copies of information
being retained and may result in increased storage costs and liability for retaining records
past their scheduled retention period. If dispersal is the method chosen, regular audits of
these copies must be done and unnecessary records destroyed as they are replaced with
more current records.

On-Site Secure Storage
Fire Vaults, fireproof safes, file rooms with fire doors and walls and fire-resistant cabinets
and containers provide varying degrees of protection for essential records. They can be
in or near the office area.

Evaluate the convenience of having the records close, the risks associated with the loss
of information and the cost before investing in these on-site storage options:

e Fire Vaults are very expensive to build but may be justified if the volume of records
is high or the records require this level of protection. In buildings with a high risk of
fire, a fire vault may be the only way to protect records. The vault must be a
concrete or similar, non-flammable structure and include a fire rated door.
Standard fire vault doors come with 2-, 4- and 6- hour ratings, which means the
vault is fire resistant for 2, 4, or 6 hours. Be sure to check vendor specifications,
certifications and warranties to determine the actual fire rating. However, they are
not waterproof and contents are vulnerable to water damage.

e Fireproof safes are useful for small volumes of records and for locating the records
close to the point of use. They are less expensive but do not provide as much
protection as fire vaults. Some will resist fire for up to 4 hours. Again, be sure to
check vendor specifications, certifications and warranties to determine the actual
fire rating.

Off-Site Secure Storage
Generally, off-site storage facilities provide more security and protection than original
records have at their primary site.

Off-site storage usually costs less than active storage space providing economical
storage for records that are seldom used. Central off-site storage also simplifies access,
unlike other dispersal techniques where essential records may be distributed to many off-
site locations. Also, itis unlikely that an off-site storage facility will be affected by the same
disaster that occurs to duplicate records in the primary building.
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Factors to consider when deciding to store essential records in a remote location:

e The facility should be located away from rivers, geological faults, coasts,
volcanoes, manmade structures or other high-risk areas that might pose a threat.

e The facility should be accessible to authorized personnel, 24 hours a day, 7 days
a week.

e Carefully evaluate fire safety, atmospheric conditions, pest control, security and
technical services.

e Decide if a communication link between the office and remote facility is necessary.

e Options for off-site storage include city-owned storage, commercial records
centers and cooperative city records centers.

The decision of how to protect essential records should be made primarily based on cost-
effectiveness. Since relative security is all that can be expected, the best choice is the
one that most effectively balances the cost of protection, the degree of risk and extent of
damage.

Storage - Security Copy Depository

Security copies of microfilmed essential records may also be stored in the Oregon State
Archives Security Copy Depository. The Security Copy Depository offers a temperature
and humidity-controlled vault especially designed for the medium and long-term storage
of microfilm.

Special Considerations - Electronic Records Protection

Although many of the processes described above can apply to electronic records, there
are special protections needed for essential records stored in e-mail systems, servers
and networks. A disaster recovery plan for electronic records should include data
recovery, hardware, software and the expertise to operate it. City Information Technology
staff must be involved in creating the plan.

Generally, system backups are relied on for data recovery. It is important to note that
system backups done for security are not adequate to meet retention requirements®.
Check with Information Technology staff to determine the type of backups and their
frequency and storage practices.

e Restoration and backup schedules for essential records should correspond to the
city's need for those records in any potential disaster.

e The city’s information system disaster recovery, business continuity plan and
emergency operations plan must be coordinated to address essential electronic
records.

e Either duplicate information or perform daily backups of computer systems
containing essential records.

e Store backup tapes and disks off-site in a secure vault-type environment.

9 Back up tapes made for security or restoration typically are written over periodically. Normally, the Information Technology Department
performs backups of both systems and data; partial backups for new data are usually performed daily with a complete backup done weekly.
These backups usually do not capture information that has been deleted from active use and are not intended to meet retention requirements.
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Other protection measures are worth exploring and may be necessary to meet a city’s
required service level for essential electronic records. These methods allow records to be
restored more easily and quickly in a disaster.

e Electronic vaulting, which is sending data to another server, usually operated by a
commercial vendor.

e Data replication, such as mirroring and shadowing?, which are methods of data
duplication.

e Hot, warm or cold recovery site'! which is a backup site at another location where
computer systems can easily relocate following a disaster.

e Cloud storage??.

Actions

1. Determine how each series of essential records will be protected and add this
information to the plan.

2. List storage and duplicate techniques for each essential record group.

3. List the city’s electronic records and their backup plans.

%In data storage, data mirroring and file shadowing is creating a direct copy of the data set. It is the replication of logical disk volumes
onto separate logical disk volumes in real time to ensure continuous availability, currency and accuracy.

1 A hot site is a duplication of the original site with full computer systems as well as complete backups of user data. Hot sites are the
most expensive but have minimal downtime. A warm site has duplicate computer hardware and network connections established but
it will take time to become operational and to have the back-up information loaded. A cold site has little or no hardware set-up and
backed-up information needs to be sent. This is the least expensive option but takes the most time to become operational.

12 Cloud storage is only an option if an agreement is in place with the cloud provider to retain information to the refresh rate
established in the Disaster Plan.
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6 PLANNING FOR RECORDS RECOVERY AND SALVAGE

Planning, preparation and staff training are the best way to avoid record disasters and to
mitigate their effects. Essential records protection and preventative measures make
salvage of damaged records faster and more effective.

This section provides direct responders guidance for creating an action plan to save and
salvage records when a disaster has occurred. Disaster response and recovery
procedures are the steps taken from the time a disaster situation is detected to the time
when records are packed out, dried or otherwise salvaged and restored to use. As a
standard approach, the recovery team should:

e Stabilize the site and records

e Assess and document the damage

e Create a detailed action plan

Stabilize the Building

Actions to save or salvage records should begin as soon as possible after a building
official or fire marshal determines the building is stable and they have given their approval
to enter the building. The priority is to ensure the safety of people.

Gain Access

The fire marshal, building security, safety officer, or other public official in charge of the
building will declare when it is safe for entry into the building. The recovery team
coordinator will respect their decision. However, it can be very helpful for the recovery
team coordinator and the responsible access authority to reach an agreement ahead of
time about the value of the records and the need for quick access and fast response.

Actions that may be needed:

e Document the damage.

e Work through proper authorities such as local public health departments and
HAZMAT units to determine if the clean-up of sewage, biological agents, chemicals
and other contaminants is completed.

e Shut off, repair and restore utilities.

e Stabilize leaning or collapsed shelving.

e Remove mud, water, ceiling tiles, broken glass, and other debris.

Security Measures
The facilities manager or other personnel should secure the site. Special security
personnel may be required if the security system has been damaged, if doors or windows
are damaged, or if the facility is not substantially intact. Other actions that may be needed:
¢ Replace doors and windows.
e Allow only authorized persons to enter the site.
e Immediately report all unauthorized persons in the disaster area to the supervisor
or security officer.

Usually, the next step is to restore environmental controls to provide a cool, dry climate
in the affected area.
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e If the heating or air-conditioning system is operable, adjust the settings to provide
maximum cooling and dehumidification. The goal is to maintain the temperature
below 65 degrees and the relative humidity below 45 percent, with the system
running 24 hours per day.

e Use oscillating fans to circulate air if the heating/air-conditioning system is not
working. Stagnant humid air leads to mold growth.

e Monitor the temperature and humidity levels at least every four hours to measure
progress.

Stabilize the Records

In a water disaster recovery effort speed is of the essence because paper wicks water.
Wet records must be salvaged within 48-72 hours of the disaster to avoid costly
restoration efforts.’®> Photographic materials, electronic or magnetic media and coated
stock paper deteriorate more quickly and should be given the highest salvage priority. If
stabilization is not possible, paper records must be moved off-site.

Document the Damage

Once it is safe to enter the building, the recovery coordinator, photographer and other
recovery members should photograph or document the damage for use in making a
detailed assessment of the damage. Check with your risk manager or state/ federal
emergency management agencies for required documentation.

Appendix A contains examples of an Initial Damage Assessment Report which may be
used to document damage and to determine the type and extent of the disaster.

Assess the Damage

The next step is to determine the scope of the recovery effort needed. Appendix A
contains a Detailed Disaster Recovery Worksheet that may be used to record the
information listed below.

e Determine the type and extent of damage and the approximate volume of records
affected.

e Assign recovery priority per the disaster recovery plan for essential records.

e Determine which records are official copies and on vulnerable media that have not
been backed up.

e Confirm the existence of duplicate records.

e Throw out replaceable or disposable materials to reduce the volume of materials
confronting the recovery team and to remove a source of humidity from the disaster
area.

e Keep an inventory of discards for insurance, replacement and tracking.

For further information, refer to the “Salvage at a Glance” table, which identifies the
material, priority, handling precautions, packing method and drying method for each type
of record media. In addition, the “Drying Techniques for Water-Damaged Books and

13The actual amount of time depends on temperature and humidity levels at the disaster site. Higher temperatures and
humidity hasten the deterioration of the storage media - within 60-72 hours bacterial and fungal growth are likely to
develop.
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Records” table provides information about specific drying techniques and the intended
results. The Northeast Document Conservation Center'# provides a 24-hour hot line to
respond to disasters that are paper based.

Develop a Salvage Plan

Once the recovery team has reviewed the extent of damage, determined the status of
building systems and the availability of personnel, a plan of action should be developed
addressing major issues in the disaster recovery plan.

If damage is extensive, the salvage plan may require decisions on what records to
salvage based on value, extent of damage and whether they are duplicated elsewhere.
To help make the decision:
e Determine the kind and degree of damage that records in each location have
sustained*®.
e Document all decisions for insurance and public disclosure purposes.
e Verify availability of backup records. The damaged records should be discarded
after listing record titles and the reason for their disposition.
e In alarge-scale disaster, decide which recovery operations to handle with existing
staff and which to contract to disaster recovery companies.
e The cost of cleaning or reconditioning micrographics or magnetic media may be
excessive. The appropriate method for protecting such records is to back them up
regularly.

Other Decisions Needed
After a salvage plan has been developed these additional decisions are made:
e Determine which materials to salvage and which to discard.
e Decide if the recovery team or staff will handle the salvage operation, or whether
some or all of it should be contracted to disaster recovery specialists.
e Decide what drying and other recovery methods to employ and what resources to
mobilize.
e Recovery operations for records to be air dried locally differ from those that are
appropriate for records to be sent to a drying facility.

Supplies and Services

The recovery team should determine what supplies and services are required for the
recovery operations. Suppliers and service providers including temporary employment
agencies should be listed in the disaster recovery plan and if practical when the disaster
is anticipated, notified in advance of a disaster. Consult with the city procurement officer
if needed.

Salvage - Water Damage
Time is of the essence when dealing with water damage:
¢ Remove all standing water; a wet vacuum may be used.

14 Phone number: (855) 245-8303. Website: http://www.nedcc.org/
15 These will be general designations, depending on the extent of the disaster, on a range-by-range, cabinet-by-cabinet, or room-by-room basis.
Use a scale for rating degree of damage, i.e., Level 1 to 5, with Level 1 indicating minor or no damage and Level 5 indicating extreme damage.
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¢ Reduce the temperature and humidity and increase air circulation by turning on
air-conditioning or lowering the temperature setting.

e Measure the temperature and relative humidity using monitoring devices which
should be available in the supply Kit.

e Increase air circulation in the affected area by running fans continuously.

e Records damaged by water can be stabilized by freezing.

Initiate response procedures and instructions on an appropriate scale. A rule-of-thumb is
if the quantity of damaged materials is less than 50 volumes or three file drawers,
materials can be recovered in-house using air-drying techniques.

If there are more than 50 volumes, decide whether to freeze and then air-dry them in
small batches or call in a vendor that provides drying services.

Salvage - Mold and Mildew

The onset of mold is a concern during salvage and is a health and safety issue'®. Workers
should wear protective masks or respirators and disposable gloves when working with
records containing mold. Do not proceed once negative health effects are observed no
matter how minor they appear. Wash protective clothing in hot water and bleach.

Ordinary dust masks are not sensitive enough to filter mold spores: use a respirator with
a HEPA filter. Be aware that respirators are ineffective if used improperly. For example,
facial hair can prevent a proper seal.

Mold grows in areas with high temperature, high relative humidity, and low air circulation.
Spores of fungi, mold and mildew are found almost everywhere. They only require the
proper conditions of moisture, temperature, nutrients and sometimes light to proliferate.
Absence of visible growth at low temperatures does not indicate the spores are dead.
Media such as paper, cloth, leather and adhesives may be consumed or stained by many
types of mold.

Requirements for mold growth include:

Moisture — at least 70 percent relative humidity

Temperature — if it is comfortable for humans, it is great for mold
Food source — mold eats anything organic (paper is a delicacy)
Time — growth can begin in 48 hours if conditions are right

Recognizing mold:

Musty smell resulting from digestive process

Colored spots on paper - early stage

Holes eaten in paper - advanced stage

White or beige powder - usually a sign of dead mold (does not mean material is
free of live mold or dormant mold spores)

Isolate moldy record materials in a cool, dry location, with plenty of air circulation so they
will not contaminate nearby items; do not return the records to their original location until
the conditions causing the mold growth are addressed.

16 Oregon Occupational Health and Safety Division has rules about chemical hazards and Personal Protection Equipment including the
respirators.
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Once records are removed to a less hospitable environment, the mold will become loose
and powdery as the substrate dries and the mold turns dormant. It may then be gently
brushed off. Because the mold is merely dormant, if it remains or is distributed throughout
the space and onto other objects, it will grow if environmental conditions are favorable.

Mold removal should be performed outdoors or with a vacuum cleaner equipped with a
HEPA filter; regular vacuum cleaners will merely exhaust and recirculate mold back into
the room. Fans should be used carefully and only when their use will not circulate spores.

Ideally, the faster record materials are dried the better. However, some record materials
may distort physically if dried too quickly. Contact a preservation professional for advice
on how to handle moldy record materials of high value. The American Institute for
Conservation's (AIC) Guidelines for Selecting a Conservator (see Appendix D) maintains
a referral list. www.conservation-us.org/membership/find-a-conservator

Methods to destroy mold:

Dehumidification

Fumigation

Freeze drying

Vacuum fumigation or vacuum drying

If the outbreak is small, separate moldy items from those not affected by either moving
them to a well-ventilated location or using tarps for walls. Use fans to increase air
circulation, readjust the HVAC system or use dehumidifiers to lower the relative humidity.
If possible, vent to the outside.

For large outbreaks, freeze the collections. Placing the moldy items in an atmosphere of
below freezing temperatures will halt growth but will not kill spores. Collections can then
be removed and cleaned.

Clean the storage area. Begin by vacuuming the area with a HEPA filtered vacuum.
Shelves, floors, walls, ceilings and windows should be cleaned with a mold and mildew
killing solution. Ducts and air conditioning systems will also need to be assessed for the
presence of mold and may need replacing.

If the outbreak is too large for local staff to handle, call a vendor that specializes in mold
remediation. If the records are essential and must be salvaged, consult a conservator or
preservation specialist before dealing with severely affected materials.

Two excellent resources are the Northeast Document Conservation Center Hotlinel” and
the National Archives publication at www.archives.gov/preservation/holdings-
maintenance/mold.html.

Actions
1. Make a list of elements and actions needed for a salvage operation.
2. Prepare an outline for writing a salvage plan for the city.

17 Phone number: (855) 245-8303. Website: http://www.nedcc.org/
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Al MPLEMENTING THE SALVAGE PLAN

Establish an Operations Center
In a routine emergency where the building is intact operations will usually be directed and
coordinated through the recovery coordinator's office. Off-site space may be required for
recovery activities including sorting, packing and if necessary, drying. Off-site space may
also be needed for a large disaster. Any alternative site should be identified in the disaster
recovery plan. Set up the recovery area with the following recommendations:

e Large enough to fit several tables
Well lit
Good air circulation
Securable with locks
Access to clean running water
Electricity with outlets for computers, fans, etc.
Environmental controls for temperature and humidity
Set up fans to circulate air

If records will be shipped off-site or to a contractor for recovery, a staging area will need to be
established where records can be boxed or re-boxed, recorded in a tracking system, and
prepared for shipment/delivery/pick-up. Necessary items for the staging area include:

e Tables, supplies, and shelves

e Tracking system, boxing, and loading records

e Space for staff to move about

e Accessibility to trucks

If the emergency is large-scale or there is not access to suitable areas onsite, locate an
appropriate facility elsewhere, such as:
e Public buildings such as armories or schools
Buildings with private meeting facilities
Church activity buildings
Commercial property for rent or lease
Rental trailers or tents

Determine Personnel Needs
Use the Disaster Preparedness and Recovery Plan and the Recovery Team
Responsibilities templates in the appendices to call in needed staff. The following also
may be called to help:

e Supplementary city personnel

e Volunteers

e Temporary help

Below is the work flow process to follow in the event of a water disaster. Similar processes
are taken for other types of disasters although the individual steps may vary based on the
type of disaster.

Removing Records
Not all records disasters will be due to water damage. Records could also be exposed to
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contaminants such as powder, fire suppressant or other chemicals. Before removing
materials assess the safety of processing the records without specialized assistance.

If a full range of recovery services is available, it is generally appropriate to begin with the
wettest or most contaminated materials and move to those that are merely damp or have
had less exposure. However, if the organization is limited to air-drying and using staff
resources, it may be better to begin with those that are least damaged and therefore most
quickly recovered. Consider:

e Hiring a restoration company to handle affected records.

e Moving undamaged records to a warehouse, city or commercial records center or
rented space that has a suitable environment.

e Activating agreements for the use of cold storage and warehouse space made as
part of the Disaster Recovery Plan or ask the city purchasing officer to secure
space for both damaged and undamaged records.

e Removing records from affected areas for immediate drying to a cleaning or
recovery area within the organization, or transport to a freezer facility or
commercial drying facility. Freezing records is a good option if all wet records
cannot be treated within 48 hours. Freezer choices range from a trailer to a chest.
Consider alternate resources such as store freezers, local universities, colleges,
food banks, etc.

Organizing the Pack-Out
The recovery plan should contain a “pack-out operation” section executed in the order
determined by the recovery coordinator. “Pack-out” is a process in which damaged
records are identified, labeled, and moved off site. Do not begin until the staging and/or
recovery area is prepared. Depending on the nature and extent of the damage, available
help and possible logistical constraints, work crews in the pack-out operation will consist
of people assigned to the following tasks:

e Pack-out leader: ensures smooth workflow, alleviates bottlenecks and
troubleshoots
Box assembly: sets up boxes, list, supplies
Retrieval: removes materials from shelves, cabinets, floor, etc.
Wrapping: cuts freezer/waxed paper needed for bound materials
Packing: takes items from retrieval and wrapping and boxes them
Sealing: seals and working in concert with record keeper, labels containers
Record keeper: keeps a written packing list
Transporting: moves containers from packing area to pallet, elevator, stairs, etc.

Box Packing for Pack Out/Removal

Pack-out procedures for wet records vary and are based on whether materials are being
transported to a nearby area for immediate drying or to an off-site cold storage or freeze-
drying facility. The latter requires more careful packing and more thorough
documentation. Different recovery methods may mean different packing out practices and
supplies.

Commercial records recovery services will probably recommend and sell appropriate
containers. Use the following when “on your own” or using a service that does not have
specific container requirements:
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e To move materials within the building during pack-out use hand trucks, utility carts
or dollies. Metal hand trucks and utility carts are preferable.

e Sort and pack like materials together, e.g., soaked records or volumes in one box
and merely moist ones in another.

Options for other receptacles include:
e Clean, dry cardboard or plastic boxes
e Plastic crates lined with garbage bags or “Rescubes” (light weight plastic reusable
archives boxes with vents and able to withstand weight of stacked boxes)
e Plastic garbage bags (one box per bag)

Paper Files

Place the folders vertically in boxes or crates standing as they would in a file drawer (Note:
Plastic crates are useful and do not wick water). Do not allow the folders to slump or slide
down within the box. Do not fill boxes completely because they may swell and should not
be stacked more than four boxes high.

Bound Volumes

Load into boxes for transport. Place normal-size volumes in a "spine down" position. Pack
large volumes flat in the boxes. If time allows, loosely place sheets of freezer paper or
waxed paper around every, or every other volume. Enough space should remain in the
packed boxes to allow for swelling. Do not permit volumes to become bent or distorted in
packing or transport.

Microforms
Place in cool, clean water until ready to transport for reprocessing.

Photographic Materials
Most photos can be left in cool, clean water for a few hours until ready to dry or send for
reprocessing.

The boxes of the above materials can be stacked on pallets and the pallets can be shrink-
wrapped to prevent slippage during transportation. Pallet jacks or a forklift can be used
to move the pallets onto trucks or to the drying area.

Labeling

At a minimum, each box or crate should be labeled with a control number and this
information recorded in a database or box listing sheet. Labeling may be more
comprehensive and include inventory information such as:

Original location (shelf or file name/number range or cabinet/drawer)

Records series and title or brief notation of contents

Content dates

Office location

Salvage priority

The number of volumes or boxes

Indicate the damage assessment "wet," "dry,” "smoke," or "mud"

The destination of each container if materials are going to different areas (i.e.
rinsing stations, air-drying area, freezer, etc.)
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Use waterproof markers or pencils to label boxes and use plastic tags for plastic crates.
Enter the information into a spreadsheet, an inventory form or packing list.

Tracking System

Note the condition and disposition of records for inventory control and insurance,
especially if they are being transferred to a restoration service provider. Prepare a list of
records and identify which were:

Destroyed in the disaster

Removed or replaced

Sustained only minor damage

Damaged but salvageable

Identification for Tracking

For tracking purposes, each box or drawer of records removed must be identified by a
unique number or code. Make sure all containers are labeled on two sides using
waterproof permanent markers.

Document Decisions

Throughout the salvage operation, it is useful to document any decisions made about the
records, particularly decisions to discard records and who authorized the destruction.
Staff or an assigned photographer shall take photographs or videotape the salvage
operations to document the recovery effort. Keep cameras available.

Stacking Pallets for Transport

Records sent off site are normally shipped in freezer trucks on pallets that have been shrink-
wrapped. There are several systems for stacking pallets for transport. One system involves
stacking the boxes in an alternating pattern (like bricks). This allows each level to stabilize the
one below and uses the strength of the box walls to support the weight of the uppermost
boxes. Before moving wet records, always repack materials in boxes or containers strong
enough to hold their weight.

Removal

Use elevators if conditions permit their safe use. Other removal options include:
Using a "human chain"

Laying plywood on stairs as ramps for sliding boxes down

Sliding boxes out windows onto ramps

Removing boxes through windows

Destruction
Keep a log of records destroyed and who authorized the destruction.

Actions

1. Make a list of resources and actions needed for a salvage operation.
2. Prepare an outline for writing a salvage plan at the time of the disaster.
3. Provide cameras for documenting damage.
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tefll POST RECOVERY

Post-Disaster Restoration

Further restoration work may be required after the records have been returned or
recovered and before the records can be re-filed, re-shelved or returned to other storage
locations.

Repairs

All repairs of permanent, historical and intrinsically valuable records should be made
using only reversible and non-damaging archival treatments. For example, adhesive tape
should not be used since many types of tape contain chemicals harmful to paper and can
be difficult and expensive to remove. Professional paper conservators should be
employed for this purpose, or at least consulted, unless a member of the staff or volunteer
is technically trained for this work. Close behind tape in its destructive effect is the
practice of lamination. Lamination does not lengthen the natural life of paper and its sticky
plastic is virtually impossible to remove. Lamination should not be confused with the
professional practice of "encapsulation." Encapsulated documents are placed between
two sheets of inert plastic; the "sandwich" that is created is sealed only around the edges,
thus the document is not attached to the plastic in any way.!®

Storage

Prepare the shelves. Shelves that have held wet records should be sanitized before the
records are re-shelved. Wash shelves and floor in affected area with a weak solution of
sodium hypochlorite (common bleach). Dilute 1 gallon of water with % cup of bleach. An
even more effective treatment is quaternary ammonium compounds, available under a
variety of brand names. Records that have been water-damaged or mold-infested should
be kept apart from other records for at least six months in a well-ventilated area with good
climate control which is 65 degrees Fahrenheit and 35-45 percent relative humidity.®

Disposal

Specify who has legal authority to order the destruction of records, what record keeping
must be done and where or how records will be discarded. If you are unsure as to the
requirements relating to records destruction, contact the City Clerk/Recorder or the
Oregon State Archives Division for guidance.

Actions

1. Hold a debriefing meeting for participants.

2. Create a list of “Lessons Learned.”

3. Revise disaster recovery plan and procedures as warranted.

18 http://clarke.cmich.edu/resource_tab/professional_advice and_community_resources/preserving_memories/preserving_memories_index.html
19 See Oregon Administrative Rule (OAR) 166-020 -0015 and -045, http://arcweb.sos.state.or.us/pages/rules/oars_100/oar_166/166_020.html
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9 CREATING THE PLAN

Previous sections in this manual covered background information and activities relating
to a Disaster Recovery Plan. This section provides guidance on how to create and write
the plan. The written plan should follow a logical sequence and employ a format that is
easy to understand.

The plan should include lists of resources, activities and salvage priorities ready to use
when a disaster strikes. The planning process itself provides a valuable forum for decision
making. Benefits from the planning process include:

e Higher level awareness by staff, management, direct responders, risk managers,
police and fire departments to the need of recovery and salvage of essential
records
Pre-arranged and positioned support and resources
Assembled and pre-positioned disaster recovery equipment and supplies
Trained recovery team members
Periodically tested and thus improved plans and procedures

The Planning Team

Successful creation and implementation relies heavily on teamwork and collaboration;
incorporating employees from every department will facilitate development of a more
comprehensive plan. It is also important to include reliable people on the planning team
who work well under pressure and in potentially adverse conditions. Members should
have knowledge of the organization's major functions and departmental relationships. All
planning team members should have designated backups.

Staff to consider as members of the team or to consult with are:
e City departments records officers
Department managers
Information technology staff
Risk management staff and the city’s insurance underwriter
Legal counsel
Facilities or maintenance staff
Security staff
Emergency operations personnel

Common functions of the planning team are to:
e Assist and advise the planning team leader in selling the plan to management and
other staff
Conduct the risk assessment
Help prepare and prioritize the essential records inventory
Write the plan
Train staff and test the plan
Respond to the emergency
Conduct recovery activities

The plan should be a generalized or strategic plan with probable response and recovery
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procedures for each type of damage. Flexibility is critical and decisions often immediate.
Procedures, alternative courses of action and tactical responses will depend on each
disaster. A tactical plan should be developed and adopted at the time of the disaster to
conform to the specific event.

Writing the Plan

Standardization is important particularly if several people are contributing to the
document. The heading format and use of bullets and numbering offer consistency to the
reader. Bullet points and checklists can be more effective than a paragraph. It is best to
organize the plan in a simple way so that information can be accessed quickly in a crisis.

Use short, direct sentences and paragraphs to facilitate quick understanding and action
in a crisis. Avoid jargon and acronyms. Present one idea at a time so people can check
off what they have completed.

Use position titles instead of names to avoid updating the plan for personnel changes.
A useful resource in writing a plan is a free online tool called dPlan?°.

This service provides templates for entering City information that generates a disaster
plan specific to the user. dPlan stores this information on their server for future use. The
template guides, drop down menus, and links to technical assistance are helpful.

PLAN COMPONENTS

1. Policy Statement
Ideally, a policy statement contains:
e Clear and direct authority from top management for the plan
e Delegation of authority for decision-making during and after a disaster
e Alist of staff authorized to commit funds and contract for services before, during
and after a disaster
e A statement of specific goals and objectives of the plan
e Directions for staff with a description of what is expected of them

2. Authority
This section of the plan should:

e Identify criteria for determining when a disaster exists

e Have an explicit delegation of authority to a staff member who reports directly
to the city administrator to declare an emergency and declare the plan in effect

e Delegate authority to assign recovery teams

e Have an emergency contact list with staff and other emergency phone numbers

e Contain a procedure for contacting recovery team members, support agencies
and vendors, suppliers and consultants

e Designate a spokesperson to collect and brief the media and employees with
up-to-date, reliable information

20 dpfan™ copyright © 2006 by Northeast Document Conservation Center. Used by permission. www.dplan.org.
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3. Communication Component
Effective communication is critical in a disaster. The plan should include a written
description of the roles of employees when responding to an emergency and the
names of the employees with decision-making authority in the event of a records
disaster. The communication section should also:
¢ |dentify a designated spokesperson to speak with the press (may vary based
on the situation).
¢ |dentify the command post and where staff should report.
e Establish ways to communicate information between recovery team members.
If phone service or computers are not available, consider “runners” to deliver
written messages. Do not rely on verbal messages.

4. Essential Records Inventory

Essential records, sometimes called vital records, are the records necessary for the
continuity of operations during and following a disaster. They are records a city must
have to maintain one or more of the following essential functions:

e Document the city’s legal authorities, rights, and responsibilities (ordinances,

resolutions, minutes, rules and regulations, etc.)
e Resume or maintain operations in a disaster or emergency
e Document the rights of individuals (deeds, mortgages, court case files)

Essential records can be on any media or format that contains information that must be
protected against loss, including paper, photographic images, microfilm, electronic data
systems, electronic images, maps and drawings, or any other media used for recording
information of all types. A copy of the prioritized list of essential records should include
whether copies exist and their location.

5. Response and Recovery
Each organization has different functions and needs, but at a minimum, the response
and recovery section of the plan should include:

e A list prioritizing the order to restore essential organizational functions and the
records needed.

e A list of potential disaster types and guidance for responding to each type.

e Up-to-date building plans that indicate where to find emergency exits, fire
extinguishers, plumbing, electrical and phone switch panels, circuit breakers
and alarms. It is important to know what, if any, hazardous materials are stored
on site.

e Intergovernmental agreements or leases of alternate sites where operations
can be resumed at some level before decisions are made about the long-term
location of the city.

e Documentation of the organization's current telecommunications equipment,
computers, hardware and software, and an indication of what is stored on the
equipment (i.e. essential records), who used the equipment and if the
equipment should be replaced in the event of a disaster.

e Contracts, agreements, or blanket purchase orders with companies that can
provide services during a salvage and restoration operation. Professional
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services such as document restoration and freeze-drying should also be
included along with police, fire, and other emergency response organizations.

e Alist of all employees critical to disaster recovery with numbers for daytime and
nighttime phones, pagers, and mobile phones. Laminate a wallet-sized card for
each one to carry with them always. Lay out a phone tree to make contact
easier. Think about drafting a transportation back-up plan in case staff is unable
to drive their own vehicle or if public transportation is not operating.

e Depending on its unique circumstances a city may also consider assigning
other general and specialized planning elements listed earlier in this chapter.

6. Equipment and Supplies

9.

Pre-positioning equipment and supplies and pre-qualifying vendors is important. It
is also advisable to:
e Assemble disaster kits that contain all necessary equipment and list the
location of supplies on and off site.
e Store supplies offsite.
¢ Include an inventory of equipment in the plan.
¢ Include a map or diagram identifying utility connections, water shutoffs, electric
switches, circuit breakers, and alarms.

Salvage Priority List
Attach to the plan:
e A list of prioritized essential functions to restore
e A prioritized essential records inventory which includes records series name,
storage media and location to allow recovery teams to determine which records
must be saved and which can be discarded
e Blueprints and building plans with access routes and locations of records

Resources for Specific Recovery Procedures
The State Library and Archives of Florida?! has published an excellent chart for
determining what procedures should be used for each specific type of damage.

The American Institute for Conservation of Historic and Artistic Works has an
Emergency Response and Salvage mobile phone application?? available that
included electronic records. One side outlines critical stages of disaster response,
such as stabilizing the environment and assessing damage and has practical tips
for nine types of collections including books, documents, photographs, electronic
records, and paintings.

Alternate Location Information for Electronic Records
Depending on the value of the records, the risk and cost, cities may consider:
e Hot sites: a fully configured computer center with equipment installed, data
backups and ready to operate.
e Warm sites: a site containing hardware and software but no backed up copies
of data and information.
e Cold sites: available space that can be made operational in a disaster.

21 http://dos.myflorida.com/library-archives/records-management/disaster-recovery/

22 http:/Aww.conservation-us.org/emergencies/ers-app
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Records or command centers.

Instructions from all hosted application providers on who and how to contact
for access to electronic records; be prepared to supply list of users and their
access and contact information. Update any previously supplied emergency
lists as required.

10. Information Technology Staff and Equipment
Attach to the plan:

A list of the city’s information technology staff with home phone numbers.

An inventory of city’s information technology and telecom equipment that
includes manufacturer, vendor, equipment model, date purchased, serial
number, modifications, and applications to help restore operations if
replacement equipment is needed.

A copy of the information technology (IT) administrator’s security protocols.

11. Emergency Services Lists
Copies of contracts and agreements with other resources should be kept with the
plan.

12. Additional Local Resources
Because it is very difficult to predict all the contingent needs it is a good idea to
have some flexibility:

Keep cash and credit cards available for spot purchases.

List contact information for the local fire, police, civil defense, ambulance
services, disaster response agencies, vendors and professional consultants.
List specific types of records recovery support including freezer space and/or
freeze-drying services and document restoration. Be sure to include contact
information for each of these services.

13. Plan Distribution and Updates
Once the plan is complete:

Distribute two copies to key employees - one for home and one for work.
Provide copies to all new employees at orientation.

Distribute copies to the Emergency Management and Business Continuity
Teams for inclusion in their plans.

Collect copies of those plans and include summaries in the records plan.
Establish a specific time each year for updating and redistributing the plan.

An effective disaster plan is comprehensive, simple, specific, and flexible and it is
important to remember that the recovery team must be able to function if power, water,
and telephones are not available.

Section 9

29



Disaster Preparedness Manual (Revised 2018)

Training Staff and Testing the Plan

Upon the plan’s implementation, the city will have taken a giant step forward in its
preparedness. Annual training of employees will refresh their knowledge of the Disaster
Recovery Plan and emergency procedures in general. However, the world’s best plan will
do little good if it is not periodically tested and updated.

Cities should annually test their emergency plans and procedures for effectiveness.
Joining with an emergency management test will allow staff to determine if the records
selected as essential will allow city staff to function effectively during the response phase
of a disaster. In addition, any gaps or flaws in the plan identified during a test should be
corrected in the next revision of the plan and forwarded to others in city government
responsible for emergency management planning. The individual or committee
responsible for managing the essential records plan should work with other test
participants to assess the results of the test and to make appropriate modifications where
needed.

When a city government reorganizes, essential records may shift from one work unit to
another. In this case, the new location of the records should be updated in the plan. If the
city adds an essential function, any essential records supporting the function should be
added to the plan.

Design the scope of the test to address the apparent needs of the city or the parts of the
city participating in the drill. For example, the scope may only test the effectiveness of
certain parts of the plan or changes to the