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Department of Human Services:  OR-Kids Financial System Problems  

The focus of this audit was to identify and evaluate OR-Kids computer 
controls and to assist our financial and federal compliance auditors in 
assessing risks associated with processing expenditures through the OR-
Kids computer application.  We did not evaluate the implementation of OR-
Kids or its case management functions.  

In addition to processing payments, OR-Kids supports dozens of child 
welfare program functions related to provider certification, adoption work, 
eligibility determinations and case management.  In state fiscal year 2014, 
the system processed expenditures totaling about $208 million. 

During our evaluation of the OR-Kids financial module, we identified 
several significant system issues and internal control weaknesses that the 
department should take steps to resolve: 

 The OR-Kids financial module erroneously adjusted expenditure funding 
for previously processed transactions due to data conversion errors or 
system development weaknesses. 
 Manual review and approval of payments is not always effective. 
 Fixes were not made in a timely manner when financial errors occurred. 
 Security needs improvement. 

Between September 2011 and December 2013, expenditure funding errors 
totaled approximately $34.9 million. The Audits Division reported on the 
issue in the Federal Single Audit. The department returned approximately 
$23.3 million to the federal government and corrected approximately $9.5 
million of the misstated General and Other Fund account balances.  An 
estimated $2 million adjustment is still needed. 

Department staff informed us that in June 2014 they had corrected 
underlying data errors, which should prevent most additional overcharges 
for federal funding.  They stated that the system still allows adjustments 
beyond the two-year federal limit, but the department would continue 
making manual corrections in the accounting system. 

 

Summary 
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Although management has taken some actions to address these issues, 
financial and federal compliance auditors will need to increase their work 
and testing to compensate for the weaknesses we identified. 

The agency response is attached at the end of the report.   

 
 

  

Agency Response 
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Background 

The Department of Human Services (department) dedicates staff and 
services for keeping Oregon children safe and healthy.  The department’s 
child welfare program provides services for families including foster care, 
adoption, guardianship supports, and services that can help support 
families safely parent their children at home. Child welfare workers also 
receive and investigate tens of thousands of reports of child abuse and 
neglect. 

During the federal fiscal year ending September 2012, the department 
received about 67,500 reports of child abuse or neglect.  Department staff 
determined that 6,332 of these were founded and involved 10,054 victims.  
In addition, an average of 8,500 children were in foster care during the 
year, and the department provided family support for more than 7,500 
children in their homes. 

During the state fiscal year (SFY) ending June 30, 2014, the department 
processed child welfare program expenditures totaling approximately 
$208.6 million.  Monies to make these and other payments come from a 
variety of sources, including child support received from non-custodial 
parents, a variety of federal programs, and the state’s General Fund. During 
federal fiscal year 2014, federal funds covered about 63% of the 
department’s child welfare program costs and 50% of administrative costs. 

In order to qualify for federal funding, the department must track and 
report on the clients, providers, and services in its child welfare programs.  
In order to facilitate the required federal reporting, the department relied 
on several mainframe systems developed since 1979.  These legacy 
systems, along with various ancillary computer applications, databases, and 
spreadsheets, met only a portion of federal reporting requirements and 
Oregon child welfare needs.  

To help Oregon meet reporting requirements and improve child welfare 
programs, the federal government provided funding to cover 50% of the 
costs of new computer systems. In April 2007, the department issued a 
formal Request for Proposal to design and develop its proposed system. 
Department officials indicated that the only viable proposal they received 
was from CGI Technologies and Solutions, Inc. In March 2008, the 
department accepted CGI’s bid and both parties signed a contract to 
develop and implement a new child welfare computer system called OR-
Kids.  

CGI had implemented similar systems in other states and based OR-Kids on 
its Wisconsin version with customization for Oregon.   The original CGI 
contract price for OR-Kids was not to exceed $29.6 million, but after 
multiple delays and amendments, the final cost of the contract was about 
$40 million.  The total cost of the project was about $74 million. 
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On August 29, 2011, more than a year after the original planned 
implementation date, the department activated OR-Kids but did not 
formally accept the system because of significant system defects. The 
department negotiated a resolution with CGI and took full responsibility for 
the support and operation of OR-Kids in March 2013. 

OR-Kids replaced the department’s outdated legacy systems and ancillary 
systems previously used for case management.  Some of the dozens of child 
welfare program functions supported by the system include provider 
certification, adoption work, eligibility determinations, and case planning 
and tracking.  In addition, OR-Kids processes payments for services and 
facilitates other financial work for child welfare programs. 
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Audit Results 

The focus of this audit is to identify and evaluate OR-Kids computer 
controls and to assist our financial and federal compliance auditors in 
assessing risks associated with processing expenditures through the OR-
Kids computer application.  As such, we limited the scope of our audit work 
to evaluating the OR-Kids financial module and related controls for 
ensuring the security and integrity of the computer system. 

Specifically, we did not perform a comprehensive evaluation of the 
department’s efforts to develop and implement OR-Kids.  We also did not 
evaluate whether OR-Kids fulfills the department’s case management 
requirements or expectations.  However, we considered system 
development weaknesses that caused or contributed to financial module 
issues. 

The accuracy and validity of payments made through OR-Kids depends 
largely on manual processes, such as supervisory reviews of transactions, 
rather than automated controls.  One notable exception is that the OR-Kids 
financial module is designed to automatically evaluate and, as needed, 
adjust the source of funding for transactions that have already occurred. 
These adjustments frequently result in claims for additional federal funding 
for the department’s child welfare programs. 

As children’s individual circumstances change, their eligibility for benefits 
under one or more of the available programs may also change.  For 
example, caseworkers may discover that a child is eligible for a federally 
subsidized program after payments were made using the state’s General 
Fund.  In these instances, the department may request additional monies 
from federal programs to reimburse the state for amounts it previously 
paid.  The department may also receive child support payments on behalf 
of the children it serves.  These funds may then be used to offset monies the 
department previously spent to benefit these children. 

Prior to implementing OR-Kids, the department handled these types of 
adjustments manually.  The OR-Kids design included provisions to 
automate these processes.  When caseworkers input certain information 
into OR-Kids, such as changes to a client’s eligibility, the system 
automatically evaluates the impact the changes could have on how 
previous expenditures were funded.  When the system detects that a 
change in funding for those transactions is needed or would be warranted, 
OR-Kids automatically creates adjusting entries without altering who 
received these payments or how much money was spent.  The department 
indicated the purpose of this functionality is to “maximize State Revenue by 
increasing the amount of Federal funds used towards the cost of ongoing 
care.”  

OR-Kids erroneously adjusted expenditure funding  
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Data conversion errors and a fundamental logic flaw caused OR-Kids to 
create erroneous adjusting entries totaling approximately $34.9 million 
between September 2011 and December 2013.  As a result, the department 
obtained approximately $23.9 million from federal programs to which it 
was not entitled and understated the amount of General and Other Fund 
monies it should have used by approximately another $11 million. 

Data conversion errors 
Generally accepted controls for computer systems indicate that all 
necessary data elements should be converted from an old to a new system 
according to a pre-established plan.  Once data is transferred, system 
owners should confirm that the process was successful before placing the 
system into production. 

As of June 2014, the department listed more than 290 unresolved system 
problems or deficiencies related to data fixes or data quality.   The 
department and its third-party quality assurance contractors identified 
multiple problems that occurred throughout the data conversion process 
including: 

 The department and vendor staff did not test data they converted and 
input into the system. 
 The conversion team did not appropriately log or monitor the data 

conversion process.  
 The conversion team input data that was not compatible with the system 

because they did not have a thorough understanding of the data layout 
and structure of the new system. 
 The conversion team did not correctly populate all tables.  

These problems ultimately resulted in poor data quality, such as missing 
eligibility determinations, missing cases, and inaccurate funding source 
information for past payments. For example, payments that were originally 
funded using federal monies were sometimes incorrectly depicted in OR-
Kids as having been paid with state General Fund dollars. When these types 
of payments were analyzed by the system, OR-Kids determined they were 
eligible for federal funding and incorrectly created adjustments to again 
claim federal dollars. 

Poor data quality also adversely impacts the department’s ability to 
efficiently carry out its mission to serve and protect children.  For example, 
department staff indicated that some case file information, such as worker 
notes, screening reports, assessments, and perpetrator and victim 
identification were not loaded into OR-Kids as planned.  This information is 
critical for department staff making decisions for children in the state’s 
care.  Data quality issues also increase the workload of department staff 
who must manually correct data in order to accurately file the required 
federal reports. 
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System development weaknesses 
When acquiring or developing a new information system, organizations 
should ensure that automated functionality is developed in accordance 
with design specifications, development and documentation standards, and 
quality requirements.   

When Department management decided to activate OR-Kids they were 
aware of a number of known software defects and gaps in the system.  As of 
June 2014, the department listed about 875 significant system defects or 
issues, many of which existed at implementation.   

One of these defects allowed the department to submit claims for 
reimbursement for federal funding to which it was not entitled. Federal 
requirements indicate that claims must be submitted for reimbursement 
within two years after the calendar quarter in which the department made 
the expenditure.  The department designed the financial module to adjust 
the funding sources without properly considering the original expenditure 
date. As a result, the department obtained reimbursements totaling 
approximately $4.3 million during SFY 2013, for time periods exceeding 
two years. 

In addition, the department’s third-party quality assurance contractors 
identified numerous shortcomings regarding how the department tested 
OR-Kids.  Some of these issues included: 

 over-reliance on the developer for performing unit, system and 
regression testing; 
 lack of  regression testing to identify  whether new code  would 

inadvertently “break” code that was already tested; 
 proceeding with user acceptance tests before independent verification 

and validation steps were successfully completed; and 
 the user acceptance testing environment used only “clean” data sets that 

were not representative of actual converted data. 

Organizations should ensure that new applications are thoroughly tested to 
identify and resolve any significant problems prior to system rollout and 
formal acceptance. Implementing a system before it is properly tested goes 
against best practices and increases the risk that the application could 
include significant weaknesses. 

Generally accepted computer controls indicate that transactions should be 
subject to a variety of controls to check for accuracy and validity.  These 
controls are often a combination of manual and automated processes. 

OR-Kids is designed to facilitate and document an independent review and 
approval of transaction inputs.  Logical access controls are designed to 

Manual review and approval controls are not always 
effective 
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ensure that only authorized workers can enter financial transactions into 
the system.  Once entered, OR-Kids will not process the transaction until 
another authorized user, usually a supervisor, indicates in the system that 
he or she has reviewed the input and approves the transaction. 

The effectiveness of this approval process depends on the diligence of the 
persons designated to review transactions.  During our review, we noted a 
few instances where these controls did not prevent significant payment 
errors from occurring. 

In July 2013, a department worker intended to input a transaction into OR-
Kids to pay a provider $323.88 for services rendered to a single client.  
Because of confusion regarding how to properly enter the amount of the 
payment, the worker inadvertently entered an amount the system 
translated to be $1,748,304.24.  A supervisor approved the transaction in 
OR-Kids and the department sent the payment, which was cashed by the 
provider. 

This same overpayment scenario repeated itself in April 2014.  Although 
the amount of the mistake was again over $1.7 million, this error occurred 
in a different branch office with different workers performing the input and 
approval.   

Staff in the department’s financial services section indicated that they 
discovered the overpayments the day after they were sent and began the 
process to recover the overpayments.  In the first instance, the check was 
mailed and cashed so recovery took eight days. The department received 
reimbursement for the second overpayment within two days because the 
original payment was made with an electronic funds transfer.   

We concluded that the supervisor’s review and approval in these instances 
was perfunctory since the amount of the transactions was visible on the 
approval screens.  In addition, the average size of a single expenditure 
during the year was about $316 and 99.8% of all other payments processed 
through OR-Kids were less than $3,500.  

The department has since applied automated thresholds to OR-Kids’ input 
screens to lower the risk of similar overpayments.  Although this change 
could effectively prevent very large errors from occurring, it would still 
allow smaller errors that fall within maximum limits.  Detecting these types 
of errors would require a thorough and attentive review prior to approval. 

When state agencies know they have overcharged federal grants, they must 
identify the amounts, take timely action to prevent further occurrences, 
make the necessary corrections to pay back the funds, and ensure financial 
statements are correctly stated.   

Need for more timely fixes when financial errors 
occur 
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Department management learned that the financial module was producing 
incorrect financial reports and overcharging federal grants as early as 
September 2012. A department analysis at that time identified details 
about the errors and estimated the erroneous charges to federal grant 
programs during OR-Kids’ first year of operation. 

When we learned of this computer system issue we conveyed it to the 
financial auditors in our division and they reported it in the Federal Single 
Audit. The Department returned $23.3 million of federal monies and 
corrected approximately $9.5 million of the misstated General and Other 
Fund account balances in January 2014. We estimate that other 
adjustments of about $2 million will be necessary. Further attention will be 
needed to ensure the accuracy and completeness of future adjustments. 

Department staff informed us that in June 2014 they had corrected 
underlying data errors, which should prevent most additional overcharges 
for federal funding.  They stated that the system still allows adjustments 
beyond the two-year federal limit, but the department would continue 
making manual corrections in the accounting system. 

Although management has taken some actions to address these and other 
issues in the report, financial and federal compliance auditors will need to 
increase their work and testing to compensate for the weaknesses we 
identified.  

The integrity of computer systems is preserved by controls that protect 
transactional data and system code from unauthorized use, disclosure, or 
modification.  We found logical access security controls were in place to 
protect OR-Kids and its data.  However, we noted some weaknesses that 
should be corrected. 

Because of its sensitive nature, we excluded detailed information relating 
to access control weaknesses and recommendations from this report. We 
communicated details regarding these matters to department management 
in a separate confidential document, as provided in ORS 192.501 (23). 

 
 

Security needs improvement 
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Recommendations 

We recommend the Department of Human Services: 

 Closely review OR-Kids transactions and financial reports to ensure 
accuracy and appropriateness, and return any amounts owed for federal 
overcharges. 
 Make changes to the financial module to prevent it from claiming federal 

funding outside the two year period. 
 Take steps to ensure a more robust supervisory review of transactions 

takes place.   
 Address the security recommendations included in the confidential 

management letter. 
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Objectives, Scope and Methodology 

The purpose for this audit was to assist our financial and federal 
compliance auditors in identifying and evaluating OR-Kids computer 
controls to help them assess the risk associated with processing of 
expenditures made through the system.  As such, we chose to limit our 
scope to the financial module of OR-Kids, then further to the automated 
refinancing subroutines. 

Our audit objectives were to determine whether: 

 Logical access controls provide reasonable assurance that the OR-Kids 
application is protected against unauthorized use, disclosure, or 
modification. 
 OR-Kids automated processes for optimizing expenditure funding work 

as intended.    

To achieve these objectives, we conducted interviews with appropriate 
Department of Human Services and Oregon Health Authority personnel, 
reviewed pertinent documentation, and observed processes.   

To evaluate logical access controls, we: 

 reviewed the methods by which users are provided access to the OR-Kids 
system code, application, and data; 
 reviewed transaction logs for unauthorized user access to OR-Kids; 
 tested whether user access roles in the system appropriately matched 

user job roles; and, 
 tested whether terminated or transferred employees had their access 

appropriately removed from the system. 

To evaluate the automated processes, we: 

 reviewed federal reporting requirements and results of federal 
assessments; 
 reviewed technical documentation, third-party quality assurance and 

quality control documents, project close-out documents, and lessons 
learned; 
 interviewed technical and business staff regarding known errors; 
 performed analytical reviews of transaction data to validate the effect of 

the automated processing errors; and, 
 reviewed and validated the methodology used by the department to 

identify the financial impact of the known errors. 

We did not assess: change management controls; all inputs, outputs, and 
processing of payments; or network security, which is a shared 
responsibility between the department and the Department of 
Administrative Services’ Enterprise Technology Services data center. 
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Because of its sensitive nature, we communicated detailed information 
relating to security findings and recommendations to the department under 
separate cover in accordance with ORS 192.501 (23), which exempts 
sensitive information from public disclosure.  

We used the IT Governance Institute’s publication, “Control Objectives for 
Information and Related Technology,” (COBIT), and the Unites States 
Government Accountability Office’s publication “Federal Information 
System Controls Audit Manual” (FISCAM) to identify generally accepted 
control objectives and practices for information systems. 

We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that we 
plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit 
objectives. 

  











 

 

About the Secretary of State Audits Division 

 

The Oregon Constitution provides that the Secretary of State shall be, by 
virtue of her office, Auditor of Public Accounts.  The Audits Division exists 
to carry out this duty. The division reports to the elected Secretary of State 
and is independent of other agencies within the Executive, Legislative, and 
Judicial branches of Oregon government. The division audits all state 
officers, agencies, boards, and commissions and oversees audits and 
financial reporting for local governments. 

Audit Team 
William Garber, MPA, CGFM, Deputy Director 

Neal Weatherspoon, CPA, CISSP, CISA,  Audit Manager 

Teresa Furnish, CISA, Senior Auditor 

Matthew Owens, MBA, CISA, Staff Auditor 

This report, a public record, is intended to promote the best possible 
management of public resources.  Copies may be obtained from: 

website: sos.oregon.gov/audits 

phone: 503-986-2255 

mail: Oregon Audits Division 
255 Capitol Street NE, Suite 500 
Salem, Oregon  97310 

The courtesies and cooperation extended by officials and employees of the 
Department of Human Services and Oregon Health Authority during the 
course of this audit were commendable and sincerely appreciated. 

 

http://sos.oregon.gov/audits/Pages/default.aspx�
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