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PURPOSE

The purpose of this audit was to evaluate whether data
processed by the Department of Revenue's Corporation
Automatic Tax (CAT) system remained complete, accurate
and valid throughout the data management process, and to
evaluate the processes used for systems development and
ongoing maintenance, physical and logical security, and
disaster recovery and contingency planning. We also
conducted afollow up on prior audit findings.

RESULTSIN BRIEF

We determined that the Department of Revenue's
Corporation Automatic Tax (CAT) system generaly
maintained the completeness, accuracy and validity of the
data; however, we did find several minor programming
errors warranting management’s attention. We also found
that processes relating to systems development and
maintenance activities, physical and logical security, and
disaster recovery and contingency planning could be
improved. Finaly, we found that the department fully
implemented three of 15 prior audit recommendations.

RECOMMENDATIONS
We recommend that the department:

Formalize its stated controls in policy and procedures
regarding data entry and verification of returns.

Consider modifying its batch processing system to
further enhance the datainput edit routines.

Correct the programming and processing errors
identified in this report and refund overpayments
resulting from those errors.

Further develop, implement, and enforce systems
development and maintenance methodologies, including
emergency change procedures and independent reviews.

Limit and closely monitor programmers’ access in the
production environment.

Improve logical access by enforcing its existing security
policies and removing unneeded system access.

Make physical security ahigher priority.

Fully develop disaster recovery and business continuity
plans and improve its offsite storage facility controls.

Re-evaluate and formalize its processes for establishing
tolerance levels.

Implement prior audit recommendations that have not
been fully resolved.

AGENCY’S RESPONSE

Department of Revenue management generally agrees with
the recommendations and has either taken, or will take, steps
to address them.

Background The

Processing

The Department of Revenue

department’s
Division
Services Section is responsible for

specific processing requirements of
individual software applications.
They are designed to reduce the risk

Information
Computer

(department) relies on numerous roviding an ropriately secure of errors in recording, processing,
computer applications to administer 2 erar[ing envai‘fcr))nn?ent yfor its classifying or summarizing
more than 30 tax programs. One of s;?stemsg transactions. General controls

these applications is the Corporation
Automatic Tax (CAT) system,
which  processes over 90,000

coupled with application controls
provide more assurance that
transactions processed through the

corporation tax returns each year.

The department developed CAT
internally and placed it into
production in August 1997. Since its
implementation, CAT has undergone
numerous enhancements and
modifications due to changes in tax
laws and user needs.

Information System
Controls

Information system controls are
typically classified as generd
controls or application controls.
General  controls  protect the
environment in which software
applications process data.
Application controls relate to

system are authorized, reliable and
complete.

Audit Results

Application Controls

Application  controls  include
methods of ensuring that: only
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complete, accurate, and valid data
are entered in a computer system;
processing performs the correct
functions and results are accurate;
and data are properly maintained.
Those controls can be either manual
or automated processes.

We reviewed the department’s
processes and controls over data
preparation,  input,  processing,
output and storage relating to the

CAT system.  Although we
determined that the CAT system
generally maintained the

completeness, accuracy and validity
of the data, we identified several
minor programming errors in the
area of data input and processing
that warrant management’s
attention.

Data I nput

Controls over data input ensure
that input errors are detected,
reported and corrected prior to
processing and as close to
origination of the error as possible.
The department enters taxpayer
information into CAT by either
batch processing or direct input into
the system. We tested the
department’s points of entry to
determineif controls were working.

Although the direct input method
correctly detected and reported input
errors, the batch entry method did
not report an error when an incorrect
future date was entered. In addition,
the batch processing system allowed
the same individua to enter and
verify taxpayer information when
the department’s stated control is
that the same person will not
perform both functions.

W e recommend that management
formalize its stated controlsin policy
and procedures for data entry and
verification of returns.

Agency’' s Response:

Management agrees. Prior to the
next processing season beginning
January 2004, management will
formalize stated controls in policy

and procedures for data entry and
verification of return information.

We also recommend that
management consider modifying its
batch entry system or develop
compensating controlsto:

e Account for incorrect future
dates, and

* Prohibit the same employee from
both entering and verifying data.

Agency’ s Response:

Management agrees. Management
is currently devel oping reguirements
for software that will have
compensating controls that will
prevent or correct the entry of
incorrect future dates and prohibit
the same employee from both
entering and verifying the data.
Acquisition of software is contingent
upon funding.

Data Processing

Controls over data processing
ensure that al data that has been
input is correctly processed and
conforms to predetermined criteria.
The department relies on various
automated routines to meet its
processing objectives. For example,
CAT examines the tax year start and
end date to ensure that the taxpayer
isfiling for avalid period.

We tested some of the key CAT
processing routines and noted the
following weaknesses:

* Due to programming errors, the
required number of supervisory
approvals on tax refunds over
certain dollar amounts did not
always occur.

e One relationa edit routine
intended to ensure the accuracy
of the data did not function as
intended.

* One routine designed to allow
processing to continue without
explanation or correction of the
condition resulted in an incorrect
calculation of net tax in six of ten
returns selected for review.
Although two accounts were
corrected when the taxpayer filed

an amended return, the other four
taxpayers overpaid by a total of
$46,375.

* Control totals generated were not
aways utilized to ensure that all
transactions input were also
processed.

We recommend that the
department correct the programming
and processing errors identified
above and refund overpayments
resulting from its system errors.

Agency' s Response:

Management generally agrees.
The programming and processing
errors identified in the audit will be
corrected within 6 months. The
overpayments identified in the audit
will be refunded in 45 days, if the
law allows.

Systems Development and
Change M anagement

The development of new
application systems should be made
using a written systematic approach
that ensures all phases of systems
development are adequately
addressed. This approach to
programming is called a Systems
Development Life Cycle (SDLC)
methodology. For ongoing system
changes, there should be a similar
process followed as with new
development. Situations requiring
emergency changes should be
defined and procedures established
to ensure that all controls are
retroactively applied, as normal
processes are often circumvented.
The methodol ogies should minimize
the risk of disruptions, unauthorized
aterations and errorsto systems.

The  Information Processing
Division Computer Services Section
has an SDLC methodology that
outlines tasks to be performed and
specifies  resulting  deliverables
during major system development
efforts. For example, it requires
development of diagrams that
include definitions of the proposed
system functions, information flow,
and data storage requirements. It
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also requires delivery of approved
detail designs for each subsystem
component. For ongoing system
maintenance  or  enhancements,
Computer  Services uses less
complex but similar methodol ogies.

We tested the department’'s
methodologies and practices to
ensure that development efforts were
adequately  controlled.  Testing
showed that development staff did
not aways follow the established
methodologies, as not al of the
required deliverables were created.

In addition, the department’s
methodology governing ongoing
maintenance did not include some
necessary key elements. For
example, its methodology did not
include:

* Forma management approval
prior to work beginning;

e Assessment of the impacts
proposed changes may have on
other computer systems;

e Documentation of testing plans
and results; or

e Processes to update origina
system source documentation.

Finally, the department did not
fully establish and implement
emergency change procedures and
did not establish procedures
requiring independent review of
work performed during development
and maintenance efforts.

We recommend that Computer
Services management ensure that
development staff follow its existing
methodol ogies.

Agency’' s Response:

Management agrees. The
Computer Services Section has
established a new committee called
the Workload Planning Group,
which includes systems devel opment
managers and team leaders. By
September 2003, this group will
develop a process to ensure that
existing methodol ogies are followed.

We recommend that Computer
Services management fully develop
its maintenance processes to include
the key elements identified above.

Agency’' s Response:

Management agrees. The
Computer Services Section has
established a new committee called
the Workload Planning Group,
which includes systems devel opment
managers and team leaders. By
September 2003, this group will
enhance Computer Services Section
maintenance processes.

We recommend that Computer
Services management establish and
implement procedures over
emergency changes. Such
procedures should define what
constitutes an emergency change
and require retroactive application of
normal processes and controls
including management review and
approval.

Agency’' s Response:

Management agrees and has
developed emergency  change
procedures. We are currently in the
process of documenting and
implementing them.

We recommend that Computer
Services management establish and
implement an independent review of
development staffs’ work.
Independent review should ensure
that changes made reflect only what
was requested and approved, and
adhere to devel opment standards.

Agency’' s Response:

Management agrees with the intent
of the recommendation. Current
methodology requires that all code
changes be reviewed by a systems
development analyst who did not
code the changes. All changes are
thoroughly tested by the developer
and by an independent user tester.
Our plan isto continue to refine our
methodology and ensure that it is
followed by devel opment staff.

Logical Access Controls

In order to safeguard information
against unauthorized use, disclosure,
modification, damage, or loss,
logical access controls should ensure
that access to systems, data, and
programs is estricted to authorized
users. Specifically, access should be
granted only to those individuals
with a demonstrated business need
and programmers’ access should be
limited to a test environment.
However, in emergency situations,
programmers may be alowed
temporary access to the production
environment to resolve problems
and allow critica processing to
continue. Such access should be
logged and closely monitored.

The department relies on various
manual and automated controls to
limit access to its systems. For
example, its system is set to force
periodic password changes and
requires a minimum password
length. In addition, the department
has established various policies and
procedures regarding security.

We tested the department’s logical
access controls to ensure that access
was restricted to authorized users
and granted based on an individual’s
demonstrated need.

Although the department made
efforts to further restrict access
granted to users, we found areas that
could be improved. Specificaly,
testing showed that programmers
had unlimited access to the
production environment and used
that access to perform routine
functions such as changing menu
options and granting system access
to user groups.

In addition, management did not
perform a thorough review of
programmers’ activities and changes
within the production environment.

We also found that the department

did not aways enforce its
established security policies. For
example:
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e Access was not always limited to
an individual’s assigned
responsibilities. Specifically,
computer operators have broad
access to the CAT system and
some staff were granted access
rights to input data but were not
assigned data entry
responsibilities.

e User access was not aways
timely deactivated once an

employee terminated
employment with the
department.

* Password resets were not always
logged or performed by
authorized individuals and some
system password parameters
were not set as required.

¢ Internet access approval was not
always documented.

As a result, the department is less
able to safeguard its systems, data,
and programs.

We recommend that Computer

Services management limit
programmers  access in  the
production environment to

emergency situations and closely
monitor those activities.

Agency’' s Response:

Management agrees with the intent
of the recommendation. We have
created additional limitations to
programmer access and have
improved monitoring of when
programmers access the production
environment. Programmers cannot
change program code in production.
We have made improvements to the
review and documentation process
that include review and approval by
an independent user tester.

We also recommend that
department management enforce its
existing security policies as well as
remove unneeded access to the CAT
system.

Agency’ s Response:

Management agrees. The
department has gone through an
extensive process to determine and
establish logical AS400 group

profiles. These profiles are used to
grant access to specific information
on the ASY400. Those empl oyees who
need access to the CAT System, as
part of their jobs, are in group
profiles that can access the CAT
System. Employees who have no
need to access the CAT System, as
part of their jobs, are in group
profiles that do not have access to
the system.

Physical Access Controls

The department is responsible for
restricting physical access to its
building to authorized individuals in
order to protect its computer systems
and confidential information.

The department relies on various
controls to limit physical access to
its computer systems and data.
Specifically, the department has a
designated physical security officer
and access within certain areas of
the building is controlled by a
keycard system, maintained by the
Department  of  Administrative
Services (DAS). In addition, all staff
and visitors having access to
confidential taxpayer information
are required to sign a nondisclosure
statement agreeing not to disclose
confidential information.

We reviewed the department’s
physical access controls and found
that the department could make
improvements. Specifically:

e The physical security officer
position is periodically rotated
among staff. As such, security
responsibilities are often
neglected. For example, the
current and prior security officer
did not perform any monitoring
functions and did not conduct
periodic review and confirmation
of individuals having access
privileges.

e The department did not
adequately  restrict  physical
access to sensitive areas,
including the computer services
and confidential files sections.

e Of the 70 individuals granted
access to the computer room, 58
may not need such access,
including various department
staff, Oregon State Police, and
DAS Facilities. This situation is
due in part to other agency
management authorizing and
issuing key cards without the
department’ s authorization.

o Staff responsible for
administering keycards did not
adways deactivate the cards
within one business day after
staff terminated employment
with  the department. For
example, it took staff between
three and 21 days after the
employee’'s termination date to
deactivate nine of 18 key cards
selected for testing.

e Although the department
requires visitors to sign a
nondisclosure statement on an
annual basis, it does not for
permanent staff. We found that
15 of 20 permanent employees
selected for testing had not
updated the statement within the
last year; seven statements dated
back to 1992.

As a result, management is less
able to protect its data and systems
from unauthorized use, destruction,
modification, and disclosure.

We recommend that management
ensure that security responsibilities
arefulfilled.

Agency' s Response:

Management agrees. The
department has permanently
assigned the duties of Security
Officer to the Facilities Coordinator
in the Finance Section. The Security
Officer duties have been
incorporated into the position
description.

We recommend that management
further restrict access to sensitive
areas asidentified in thisreport.

Agency' s Response:

Management agrees. The
department has reviewed access
provided to both agency and non-
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agency staff to sensitive areas and
has removed access  from
inappropriate individuals. A
quarterly review process of accessto
sensitive areasisin place, as well as
a monthly review of individuals that
have actually physically accessed
the Computer room using their key
card. The review process and the
process for granting access to these
rooms is documented in Policy and
Procedure No. 281-003.

We recommend that management
remove unnecessary access.

Agency' s Response:

Management agrees. As in the
recommendation above, the
department will continue to review
access and remove access that is
determined to be unnecessary.

We recommend that management
modify existing procedures to ensure
that key cards are deactivated in a
timely manner.

Agency’ s Response:

Management agrees. Procedures
have been modified to ensure prompt
deactivation of key cards.

We recommend that management
require permanent employees to
renew the nondisclosure statements
annually.

Agency' s Response:

Management agrees. We plan to
electronically send the agency
secrecy clause certificate to all
employees on an annual basis.
Employees will respond
electronically that they have
received the information and agree
to abide by applicable disclosure
laws. We plan to implement this
procedurein the fall of 2003.

Disaster Recovery and
Contingency Planning

Disaster Recovery and
Contingency planning are necessary
to ensure that services can be
restored in the event of a disruption.
These plans should provide detailed
instructions for recovery from

various disaster scenarios and be
updated and tested on a regular
basis.

Although the department has
developed some disaster recovery
plans, those plans are incomplete
and out-of-date and the department
has not created business continuity
plans. In addition, the department
has not conducted testing since
February 2000 and its hot site
contractor may not be sufficient for
the department’'s needs. These
weaknesses have been
communicated to the agency during
prior audits but continue to exist.

We aso noted the following
additional weaknesses:

* The department’s offsite storage
facility is not located far enough
away from the department so as
not to be affected by the same
disaster.

e Not all backup tapes and
printouts necessary to facilitate a
timely recovery were located at
the offsite storage facility.

e The Computer Services Section
did not back up all necessary
files during the full weekly
backup.

In the event of a disaster, the
department may be unable to fully
recover al of its business operations
in atimely manner.

We recommend that management
fully develop disaster recovery and
business continuity plans.

Agency’ s Response:

Management agrees with the intent
of the recommendation. We have
formed an agency-wide business
continuity steering committee whose
purpose is to guide, direct, and
prioritize core business functions in
creating and maintaining a business
continuity plan. A business
continuity manual has been created,
including a detailed outline of the
essential contents and format of a
thorough  business continuation
plan. The top five functions were
prioritized by the  steering

committee. Banking was identified
as our first priority and a business
continuity plan was developed for it.
Sgnificant progress has been made
in four other business critical areas
of Revenue.

We recommend that management
put into place a hot site provider that
is able to meet its needs and conduct
recovery training on aregular basis.

Agency' s Response:

Management agrees. The
Department of Revenue is one
member of a coalition of agencies
that has issued an RFP for disaster
recovery services. The other
agencies are DHS, ODOT, and DAS.
Only one response was submitted.
The agencies are evaluating the
response at thistime.

We recommend that management
relocate its offsite storage facility to
alocation that would be less affected
by the same disaster, and ensure that
al files necessary for recovery of
operations are backed up and moved
toits off-site storage facility.

Agency' s Response:

Management agrees. DOR has
organized a disaster recovery
development team that is currently
addressing the software backup and
storage issues. One of the first steps
was to acquire a “ snap shot” of the
backup processes presently being
used. That phase (Phase 1) was
completed during February 2002.
Phase 2 will be to validate that all
critical business systems are backed
up to a “yet to be determined’
standard. Phase 3 will consist of
process changes, and Phase 4 will
be to make recommendations for any
new storage locations and fully test
the recovery processes. We expect
the relocation of offsite storage to be
completed by September 2003.

Other Matters

Corporations are required to pay
estimated tax payments on a
quarterly basis. When a corporation
does not make the necessary
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payments in a timely manner, the
department may charge interest on
the underpayment. The department,
however, has established a tolerance
level of $200, which is intended to
eliminate excessive administrative
costs associated with billing out
smaller amounts. Thus, when a
corporation owes interest that is less
than $200, the department does not
issue abill.

During the audit, we found that the
department was unable to provide
justification for the amount of the
tolerance level and did not have
formal policies and procedures
governing the establishment of such
tolerance levels. In addition, the
department established the $200
tolerance in 1994, during a time
when it relied more on manual
processes.

As aresult, a total of $170,803 in
interest was not  hilled to
corporations during 2001.

We recommend that the
department re-evaluate and
formalize  its  processes  for
establishing tolerance levels.

Agency’ s Response:

Management agrees. Prior to the
next processing season, beginning
January 2004, we will evaluate and
formalize a process for establishing
tolerance levels and reviewing the
tolerance level annually.

Follow Up on Prior Audit
Recommendations

This section summarizes the
Department of Revenue's efforts to
resolve prior audit findings included
in our report No. 2000-19 titled
Department of Revenue: Application
Controls Review, June 1, 2000.

The purpose of the audit was to
review the controls governing the
Integrated Tax Accounting system
(ITA). The ITA system provides
common  functions such as
accounting, check writing, billing,
and other tax nmaintenance functions.

This review resulted in 15 findings
and recommendations.

Of the 15 recommendations noted
in this report, three were resolved
relating to ITA output, the
department’ s operations manual, and
formal assignment to monitor and
update selected tables. However, 12
recommendations remain
unresolved. Eight of the
recommendations pertain to CAT as
well as ITA and are discussed in the
body of this report. The remaining
four recommendations are discussed
below aong with management’s
actions taken since the end of
fieldwork date.

Prior Audit Finding

Fully document and monitor
compliance with  policies and
procedures governing who should
provide the various levels of
transaction review and approval
including assignment of automatic
transaction approval.

Status—partially resolved.

Agency’' s Response:

Management  agrees.  Agency
policies and procedures have been
updated to reflect processes in place
for granting and reviewing
transaction review and approval
authorities (PAP Nos. 331-002 and
281-246).

Prior Audit Finding

Remove the review authority
awarded to inappropriate reviewers
identified during our audit including
Computer Services employees and
the internal auditor.

Status—partially resolved.

Agency’ s Response:

Management agrees. This review
has been completed and authority of
inappropriate reviewers has been
removed. Policy and Procedure
No. 331-002 addresses the ongoing
review of thisauthority.

Prior Audit Finding

Correct the programming error in
ITA so that the correct number of
reviews will occur for all online
adjustments or develop
compensating controls to mitigate
the risk caused by the error.

Status—partially resolved. The
department elected to implement
compensating controls; however,
those controls did not always work
asintended.

Agency’ s Response:

This correction was made and
implemented in August, 2000. It is
working as intended. We will look
further at the specific examples of
concernin the CAT Audit.

Prior Audit Finding

Develop and implement policies and
procedures to track, safeguard, and
control use of computer equipment
costing less than $5,000. In addition,
record and conduct a periodic
written inventory of all equipment
with higher risk of loss, such as
personal computers.

Status—partially resolved. Although
the divisions within the department
have developed some methods for
tracking computer egquipment, those
methods are inconsistent among
divisions and have yet to be
formalized.

Agency’s Response:

Management agrees. We are
currently  gathering  additional
business requirements to devdop a
formal plan for a single asset
management system.

Objectives, Scopeand
M ethodology

The objective of our audit was to
evaluate whether data processed by
the Department of Revenue's
Corporation Automatic Tax system
remained complete, accurate and
valid throughout the data
management process, as well as the
processes used for  system
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development and ongoing
maintenance. Those controls
included policies and procedures to
manage system and programming
changes; ensure appropriate data
preparation, input,  processing,
output and storage; provide adequate
physical and logical security over its
computer systems and data; and
provide disaster recovery and
contingency planning. We
conducted our fieldwork between
December 2001 and September
2002.

During our audit we interviewed
various  department  personnel,

examined documents supporting
controls and observed various
processes and operations. We also
evaluated compliance with
applicable  laws, rules, and
regulations pertaining to the CAT
system. Finally, we reviewed the
status of the department’s efforts to
resolve control weaknesses
identified in our last audit report
titted Department of Revenue
Application Controls Review, issued
June 1, 2000.

During our audit, we used the
Information Systems Audit and
Control Foundation's  (ISACF)

publication "Control Objectives for
Information and Related
Technology” (COBIT) to identify
generally accepted and applicable
internal  control  objectives and
practices for information systems.
ISACF is a worldwide organization
dedicated t research, develop, and
publicize control objectives and
audit guidelines.

We conducted our audit according
to generally accepted government
auditing standards.
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